FEDERAL BUREAU OF INVESTIGATION 
۳۵۱/۳۸۵ 

DELETED PAGE INFORMATION SHEET 
РОГРАФ 1341191-0 


Total Deleted Page(s) = 200 
Page 7 ~ Duplicate; 
Page 8 ~ Duplicate; 
Page 9 ~ Duplicate; 
Page 10 ~ Duplicate; 
Page 11 ~ Duplicate; 
Page 12 ~ Duplicate; 
Page 13 ~ Duplicate; 
Page 14 ~ Duplicate; 
Page 15 ~ Duplicate; 
Page 16 ~ Duplicate; 
Page 17 ~ Duplicate; 
Page 19 ~ b6; b7C; b7D; 
Page 20 ~ b7D; 

Page 21 ~ b7D; 

Page 22 - b7D; 

Page 23 ~ b7D; 

Page 25 ~ b7D; 

Page 26 - b7D; 

Page 27 - b6; b7C; b7D; 
Page 31 ~ b6; b7C; b7D; 
Page 32 - 06; b7C; b7D; 
Page 33 - b6; b7C; b7D; 
Page 34 - b6; b7C; b7D; 
Page 35 - b6; b7C; b7D; 
Page 36 - b6; b7C; b7D; 
Page 37 - b6; b7C; b7D; 
Page 38 - 06; b7C; b7D; 
Page 39 - 06; b7C; b7D; 
Page 40 - b6; b7C; b7D; 
Page 41 - b6; b7C; b7D; 
Page 42 - b6; b7C; b7D; 
Page 43 - b6; b7C; b7D; 
Page 44 - b6; b7C; b7D; 
Page 45 - b6; b7C; b7D; 
Page 46 - 06; b7C; 670; 
Page 47 ~ b6; b7C; 070, 
Page 48 ~ 56, b7C; b7D; 
Page 49 - 06; b7C; b7D; 
Page 50 - 06; b7C; b7D; 
Page 51 - 06; b7C; b7D; 
Page 52 - 06; b7C; b7D; 
Page 53 - b6; b7C; b7D; 
Page 67 ~ b7D; 

Page 70 - b6; b7C; b7D; 
Page 71 ~ b6; b7C; b7D; 
Page 72 - 06; b7C; b7D; 
Page 73 - b6; b7C; b7D; 
Page 74 - b6; b7C; b7D; 
Page 75 - 06; b7C; b7D; 
Page 76 - b6; b7C; b7D; 
Page 77 ~ b6; b7C; b7D; 
Page 78 - b6; b7C; b7D; 


Page 79 ~ 06; b7C; 670; 
Page 80 ~ 06; b7C; 670; 
Page 81 - 06; b7C; b7D; 
Page 82 - 56: b7C; 670; 
Page 83 ~ 06; b7C; 670; 
Page 84 ~ b6; b7C; b7D; 
Page 85 ~ b6; b7C; b7D; 
Page 86 - 06; b7C; 670; 
Page 87 ~ b6; b7C; b7D; 
Page 88 ~ 56; b7C; b7D; 
Page 89 - b6; b7C; b7D; 
Page 90 ~ b6; b7C; b7D; 
Page 91 - b6; b7C; b7D; 
Раде 92 - b6; b7C; b7D; 
Page 95 ~ b7D; 

Page 96 - b7D; 

Page 97 ~ b7D; 

Page 98 - b7D; 

Раде 99 ~ b7D; 

Page 100 - b7D; 

Page 101 - b7D; 

Page 102 - b7D; 

Page 103 ~ b7D; 

Page 104 ~ b7D; 

Page 105 - b7D; 

Page 106 - b7D; 

Раде 107 ~ b7D; 

Page 108 - b7D; 

Page 109 - b7D; 

Page 110 - b7D; 

Page 111 ~ b7D; 

Page 112 - b7D; 

Page 113 - b7D; 

Page 114 ~ b7D; 

Page 115 ~ b7D; 

Page 116 - b7D; 

Page 117 ~ b7D; 

Page 118 - b7D; 

Page 119 - b7D; 

Page 120 - b7D; 

Page 121 ~ b7D; 

Page 122 - b7D; 

Page 123 ~ b7D; 

Page 124 - b7D; 

Page 125 ~ b7D; 

Page 126 ~ b7D; 

Page 127 ~ b7D; 

Раде 128 ~ b7D; 

Раде 129 - b7D; 

Page 130 ~ b7D; 

Page 136 ~ Duplicate; 
Page 137 - Duplicate; 
Page 138 ~ Duplicate; 
Page 139 - Duplicate; 
Page 140 ~ Duplicate; 
Page 144 ~ Duplicate; 
Page 145 ~ Duplicate; 
Page 146 - Duplicate; 


Page 149 - Duplicate; 
Page 150 ~ Duplicate; 
Page 155 ~ Duplicate; 
Page 156 ~ Duplicate; 
Page 157 ~ Duplicate; 
Page 159 ~ b6; b7C; b7D; 
Page 160 ~ b7D; 

Page 161 ~ b7D; 

Page 162 ~ b7D; 

Page 163 ~ b7D; 

Page 164 - b7D; 

Page 165 ~ b7D; 

Раде 166 - b7D; 

Page 167 - b7D; 

Page 168 - b3; b7D; b7E; 
Page 169 - b3; b7D; b7E; 
Page 170 - Duplicate; 
Page 171 ~ Duplicate; 
Page 172 - Duplicate; 
Page 173 ~ Duplicate; 
Page 174 - Duplicate; 
Page 175 - Duplicate; 
Page 176 ~ Duplicate; 
Page 177 - Duplicate; 
Page 178 - Duplicate; 
Page 179 - Duplicate; 
Page 180 - Duplicate; 
Page 181 - Duplicate; 
Page 184 - Duplicate; 
Page 185 - Duplicate; 
Page 192 ~ Duplicate; 
Page 193 ~ Duplicate; 
Page 194 ~ Duplicate; 
Page 195 ~ Duplicate; 
Page 196 ~ Duplicate; 
Page 197 ~ Duplicate; 
Page 206 ~ Duplicate; 
Page 207 ~ Duplicate; 
Page 208 ~ Duplicate; 
Page 209 ~ Duplicate; 
Page 210 ~ Duplicate; 
Page 214 ~ Duplicate; 
Page 215 ~ Duplicate; 
Page 216 ~ Duplicate; 
Page 230 ~ Duplicate; 
Page 231 ~ Duplicate; 
Page 232 ~ Duplicate; 
Page 233 ~ Duplicate; 
Page 234 ~ Duplicate; 
Page 235 ~ Duplicate; 
Page 236 ~ Duplicate; 
Page 237 ~ Duplicate; 
Page 238 ~ Duplicate; 
Page 239 ~ b6; b7C; b7E; 
Page 240 - b6; b7C; b7E; 
Page 241 - b6; b7C; b7E; 
Page 242 - b6; b7C; b7E; 
Page 243 - b6; b7C; b7E; 


Page 244 - 06; b7C; b7E; 
Page 245 - b6; b7C; b7E; 
Page 246 - b6; b7C; b7E; 
Page 251 - Duplicate; 
Page 252 - Duplicate; 
Page 254 - Referral/Consult; 
Page 255 - Referral/Consult; 
Page 256 - Duplicate; 
Page 257 - Duplicate; 
Page 259 ~ Duplicate; 
Page 260 - Duplicate; 
Page 262 - b7D; 

Page 263 ~ 06; b7C; b7D; 
Page 264 ~ b7D; 

Page 265 - b7D; 

Page 266 - b7D; 

Page 267 - b7D; 

Page 268 - b7D; 

Page 269 - b6; b7C; b7D; 
Page 275 - Duplicate; 
Page 279 - Duplicate; 
Page 280 ~ Duplicate; 
Page 281 - Duplicate; 
Page 285 - Duplicate; 
Page 286 ~ Duplicate; 
Page 287 ~ Duplicate; 
Page 290 - b6; b7C; b7E; 
Page 291 ~ b6; b7C; b7E; 
Page 292 - b6; b7C; b7E; 
Page 293 - b6; b7C; b7E; 
Page 294 - b6; b7C; b7E; 
Page 295 - 56; b7C; b7E; 


ХХХХХХХХХХХХХХХХХХХХХХХХ 
Х Deleted Page(s) Х 

Х No Duplication Fee Х 

X ForthisPage Х 
ХХХХХХХХХХХХХХХХХХХХХХХХ 


An ын аг” 
el Vs бо 


жаг 


Routing ЗПр 
FD-4 (Rev. 5-31 


Q 


To: © Director 
АМ FILE # = 
SAC 
ASAC - 
Supv. 5 
Agent 2 
OSM 
Rotor # = 
Steno وت‎ 
Typist 
M 
Room 5 


Title 


жийи и 2 0 иии] 


рае B 


© For Information 
Handle 

Initial & return 
Leads need attention 
Open case 

Prepare lead cards 
Prepare tickler 


Acknowledge 
Assign © Reassign a 
Bring file 0 
Call me О 
Correct a 
. 0 
о 
0 
O 


спо 


Deadline تس‎ 
Delinquent 
Discontinue 
Expedite 
File 


Send to 


090000899 


ЗАС 


LÁ See reverse side Office 


Recharge file C) serial 


© Return assignment card 
© Return file Ci. serial 

© Return with action taken 
© Return with explanation 
© Search and return 

© See тө 

О Туре 


File - Serial Charge Out 
FD-5 (Rev. 6-17-70) 


ЕРЕС ча = қат асы ie 
Class. Case No. Last Serial Е 
ГЭ) Pending C] Closed Date 
Serial No. Description of Serial ` Cherged 


Р ы 
© ” Е 
дм “2 
ве - 44- 
ЗО 
Sas Я. ا ی‎ Mee ИИ 
"x Ед?“ eee ججج‎ E —— = 
Date charged : 
Ч Employee Е dad 
Location 5 


GPO : 1986 0 - 154-858 


ое AUTHORITY DERIVED FROM. ` 
ЕВТ AUTOMATIC DECLASSIFICATICN СПІПЕ 
DATE 05-20-2021 BY: 

! Ека и” 


FORMS.TEXT HAS 1 DOCUMENT 
ENBOX.1 (|403) 


TEXT: 
1 у2С26н00032 


00 НО АХ В5 | 
DE BON |0087..2311233 


ZNY Opeec 


0 1912352 AUG 87 


FM BONN (1964-229) (Р) 
TO ACTING DIRECTOR IMMEDIATE 
FBI ALEXANDRIA| (INFO) IMMEDTATE 


FBI BOSTON IMMEDIATE 


ATTN: CID, WHITE COLLAR—GRIME-SECTION.—— 


er a = 


SECTION ONE OF НО. иг | | | 7 4 
015088, AKA 4 CHAOS CLUB, me жене ا‎ ЖНЖ 38 
57 GERMANY (o; | i | b7D 
THIS COMMUNICATION IS CLASSEEIED CONFIDENTIAL IN LTS 
ENTIRETY. 
| "ОН AUGUST 18, 1987, ASSISTANT ШЕВА — —  ]RET— —-—— Bp 


WITH OFFICIALS OF THE 


ж 
| pP 
dues co, 


Ra, Ми 1а 1987 | 


| 
_ 1 ا 


DECLASSIFICATION AUTHORITY DERIVED FROM. 
БІ АЛМАТ DECLASS CATION GUIDE 


DATS шаг BY. 
t A А - = 
€" -4 
ЕХТ 
FORMS.TEXT HAS 1 DOCUMENT 
INBOX.2 (|417) i 
TEXT: | i 
-  Ұ2С2СН000078 


0 1912362 AUG 87 

FM BONN (196A-229) (Р) 

ТО ACTING DIRECTOR IMMEDIATE 
FBI ALEXANDRIA (INFO) IMMEDIATE | | 


| FBI BOSTON IMMEDIATE 


_ АТТЫ: CID, WHITE COLLAR GRIME- SECTION. 


Ч 

1 SECTION TWO ‘OF TWO 

| 058088, AKA COMPUTER CHAOS съв, HAMBURG, FEDERAL REPUBHIC OF - 77007 жеш сы 

GERMANY (FRG);[ | | эр 
THIS COMMUNICATION IS CLASSEFTED CONFEDENTIAL IN ITS 


b7D 


ио. ыо == 


AUG 19 ый 


1 
PAGE FIVE DE BON 0088 СО N Е дъ | | 
REQUEST OF THE BUREAU: : | | 
| ЕВТНО IS REQUESTED ТО COORDINATE INVESTIGATION WITH 
- BOSTON AND TO ADVISE LEGAT AS SOON-AS POSSIBLE OF DEVELOPMENTS. еме 
С BY 8049; DÉCL: OADR. 
END SECTION TWO OF TWO- 
| BT 
| |0078 Ы 
аана س‎ —— s r == = = — F rrt" m PON 
° NNNN 
==>». ы š m 
! 
T E w— eA ret EEUU m - === cm sq — == -== -- = = = == шш. === “=| = — — == = == = 
E ' 


| 
РА d 5 
А | 
| _ 


А 
2 1 ل‎ sa . 
TORRES ж E 
IM co ны 
NEL MEC: der 
кі F P tf 
& 3 2 . 
3 4 GL ded 
E 22 t < 44 
E * 


E 
еже i 
ry 2 AN а = x= . E omo 


=== 


340а (Rev. 10-3-77) 


— چ‎ енене x) Gs а-а-а اا‎ — = Е = mies д ac 


(Title) ы 


` г (File No.)- 22 7 7 В _ — Z 


PC 
2 
* ` 
- 2 = м | * > 
pel که‎ * MN 


Disposition 


түүчээлэн 


DUST ° сан 
181. 2 e» хэй? ° کې‎ e ы 
EN را‎ = чао M € 7 
Ж, а * “ qx Y. РУФ سوا‎ 


Be 


TT RRR ч 
E c 
MNT 


See 
ise : > 
E Veg ха мэд : . 
+ uS К БАРЫ Wy « ` 
та 8.3 ЁС $° 
abt эд ۳9 
ын А M 23 e 
mm С, s ча Aw Pe ғ 
Ақ = 3 „крак“ я wer i 5 
И чу ЕЕ 54 ГЭ шилэх даа - че Қ 
Фа Y 2% — ۱ 
Т 
гаг... IGG — Z - а 
Аж " SEARCHED مب‎ oc INDEXED нь 
+ 22 eoa Ена stra rien (ВАТ. 
Ё Еа p „жу ау; de 7 
зарж de ЧҮс | E 
М Ех à NE ы | NOV 03 1987 
` 8 : 1 
2 | о FBI-BOSTON 


ғ ` 


FD-340 (Rev. 4-2-85) 


Field File No. 
Serial # of Originating Document 


OOandFiteNo, Ч | "(8-1 7. | 


Date Received 


осы —— — — سس‎ ۳. 43 
(Мате of Contributor) \ 
| 


(Address of Contributor) 


Grand Jury Material - Disseminate Only Pursuant to Rule 6(e), Federal Rules 


— OF Criminal’ Procedure"El-Yes—El о x = — 


= Tecemats | Povas 
БИКЕ 5 Srv ТЕА ШЕП 


23 

| 
теза 

4 

| 


"Reference: ۳ ==... auium 
— (Communication E Material) 


= a 208 


2 
Description: ІП Original notes ге interview of “ | ) 
D 
3 
2 
} 


ва. 
ч 


FD-340 (Rev. 4-2-85) 


> 
P2 


Field File No. 
Serial # of Originating Document 


OO and File No. Z l Ч-1 142) г. | 
Date Receive = \ \\ g 
From | 


— ` —(Name of Contributor) 

у ү ZNCE 

(Address of Contributor) 
% 7, 


а тал. 


Ву 


То Ве Returned O Yes О Мо Receipt | 


Reference: 
‚ (Communication Enclosing Material) 


за Description: Original:notes:re:interview: 


ПЕНИИ НЕ. oT cR 
— gee И |. C 
-------- _ ا 67:75 می‎ laus see. — — 


hath مدیم پد‎ - 107 алы UMP ша х nd ҮЛ seca  —. 


— سامتاه قفا‎ 
ы: NA منیا‎ Sine m ДА кыт. = 
ыша کم‎ ns P o — 


UN Пета 


res к А (умел . же ۱ 


XGA. адал 


MEX SC - EX , 


b3 
т ع‎ ———- — —b7E 


— аыл. 


Cerea. НЫ Pass ә _ 
SNS Te. 


-- — - —=— = о 


-t Se n ыыы — 


———— 


даа Аш Е = 
EN NEU ын | 


= = са 


i 
} 
А FD-340 (Rev. 4-2-85) 
р. # 
1 - 120125 
| 2, 
: Serial # of Originating Document _ 
¦ 00 and File No. BS <04-! 
| . Date Received Лаа 
j From 
(Name of Contributor) 
| (Address of Contributor) 
۲ 
г а State) RE 
i ь7с 
Ву 
I (Name of Special Agent) | 
To Be Returned О Yes Шо Receipt Given O Yes 2-0 
Эр -Grand-Jury-Material --Disséminate Only Pursuant to Rule 6(e), Federal Rules 
of Criminal Procedure ІП Yes ІЗ-КО = ES 
7778 o s s 
3 №Атомдп. Авдоодато5, AND SPACE AOMIN — VICTIM ; 
200 (OmouTer FRAUD And Abule 
| до: OSTON i 
š Reference: 


(Communication Enclosing Material) ` 


i | 


^ Original notes re interview- of سب‎ A =. зае. 


x — — Description: ` 


— APA сыгы پیت رو‎ о 
» 
ж 


ЕЕ ۱ — 


FD-340 (Rev. 4-2-85) 


Field-File-No:- 


Serial #.of-Originating Document : 
ОО and File No. (Š> 2L¢A- | Ж ) 


Date Received 


From т 25 =. 
> N (Name of Contributor) 
(Address of Contributor) 
(City and.State | 
By S 


` Мате of Special Agent 
To Be Returned O Yes Né Receipt Given E) Yes 0 


Grand Jury Material - Disseminate Only Pursuant to Rule 6(e), Federal Rules 


` - ef Criminal Procedure -Yes -E No————————————— ~ ~ 
T me халдан 
DAL A NR MS „Са 305- Co tree Clea -— ое 
| Hanbury / га т of Germany 
ие СЕ 
66: BI Е, 
Reference: 


(Communication M 


ee Description: ET Original i potes re interview ots 


СО > = ШЕТІ 


Î mE + وس یمم سے‎ i срещне в остра چ چ‎ 
> جه وسمم‎ LESE OUR 


(/-5с< (оса he ле е QO _ Жет. 


چ ی سروس سب و À‏ — 


"EP bs, IT 


| гл ez a = 


ae ee — ARE Bec ша ك‎ ее. 


Care ц“ 


ҰЛЫҒЫ — 


[ве ed @ = асны M 


w ceso =s  (0<-626 


ЩЕ: ов е бос ¿= Lael 


5 Medl. РЕ ЕН 


——— 


FD-340 (Rev. 4-2-85) 


Field FileNo. bÆ 26¢4—/ змаг. 
Serial # of Originating Document. | 

OO and File No. É S 26 «4 - ACS). ! 
Date Received 


— _ (Name of Contributor) : 


(Address of Contributor) 


T Ж assesses: COM а 
ате ог Special Agen 1 


То Be Returned О Yes О Мо ReceiptGiven OD Yes Мо 


Grand Jury Material - Disseminate Only Pursuant to Rule 6(e), Federal Rules i 
Ён цан ga ا‎ UMS: pipe ез ie Жы 


4 


Chaos ие "m i еа + 
i Номае T —— [p of 7 om 


v mae m m bm. а E | ео ; 


o: 6S 


: ات 
(Communication Enclosing Material)‏ 


` 


.. Description: Original notes re interview of, 


Ж o- Меси: ` et have He~ notes of 


C 96 [dank ره‎ 


ef еее! меу Ра cept 


e na #= Мем. дет. бое‏ اسا 
NN Е жено „бе... AAA v" pure ий‏ اا 


baets = dede tl 


m" C. Ba рам 


ылы лат бесте AU. ЖЕР A [^ 


| 


тен 
mx pielo 


Om 


k. eT EET VETTER иа ЦЭЭР со 


8-7 Е. БЕРУДІ) £ < یاه‎ Є | 


өт. Де | pe OQ _ _ bes ока. poe At 


ТЛ; е Feim 


GELL 26 Yee ж „Слезы, ти” | 


£ 


o-£ 5e- Ç 


Ces — 


Yee 6o ees fatten 


«е 


=, LEG 


E8 


MRA Cu Ye е LS ر | یم <= نی کی‎ 28 y—— сғу = 
2 | 
A ын (( Ate le | Go oncom, 
: | , i 


ет berem 
«Ше бест «ок tome Ke 


olose ЧЕ С е. БЭ 


Шеке Re 


لاه 
і‏ 4" | 
иа _ а.ж e(o4e- ч __ Кызы Ё‏ 


Bel a 


B 


Wall а егет wide 


iam | 
— —— -- 


É el Pup o SEAT 


Lled en‏ ا 


и ед Cla — — 


ете (ее _ 


Losses‏ 2253 هم 


o arer Ру даю 
__ Zel £e, Ae Т.е - 


АМ. 2? de 


БЭЭ dove, سک‎ : 
“e <= 905 mé. "d 


е 


Sig ge деи 2252. Ж? үу 7: Le SET 


вас 676 Ус __ 


ЖЕТЕР 


кмге: a 


T Y « 


L (шел ela SL. اک‎ «926. far. 2- 


ее 4 Qu Stc de . a 
Шашин эт син 


Ме we o 


— nte rn M e MR e e 


CASE MEMORANDUM - CUSTOMER вэ? х/4 j~ tt о? 
FORM,LS7102 (3-66) ie INSTRUCTIONS 


File by case number stamped 
in lower right hand corner. 


——H шин та 
20 Жеті bc 


| 


-/0/7 88 


d БА M ۲ 
4 


Telephone No. 


Ом бл лава, Clo «عنععه‎ a cou | | 
E PN EE ee 
49 


11۳ Y DEPT. 


aV ela | бєлкснєр INDEXED ——p 
D iV бы . (SERIALIZED FILED .----) ; 
apr. T 131988 - ща 
С y g GENERAL TELEPHONE COMPANY 


` 


Lp эг 2 M ou. usus о 
—ÓÁ—— GT. Place (ace, таса pM نم‎ ЭЛС толин 
Ва а mu: дш ЕРТ “ее _ М (ост, | 


ست وب ره یوس — — — = > 
à‏ 
m а‏ مب ی — پم M‏ —— 


— Ре یمک‎ „ер, С. polled’ ILL ساب‎ Dilley 

EAN [St desek oc opre 760,7 Гау da tanes Аа АКИН 

Е - ТЕЛЕ‏ .333 سوب ‹ )20( AME ec 1-8. ae болоо н‏ ا 

EU TÈSI sf G. | клан‏ ` بل 

n | ОРУУЛС 82,46 موی‎ “Ке. 2: о pete cue ctl 

ат TM‏ کر Жет uda‏ هس 
мас а‏ 


EN‏ سم X 2-2 эз‏ 8 و رہوج a‏ سس 


Шин шини??? шинжин?" 

әре Leet bre tthe do سوه‎ Sea Sea —f 

МӘРТ | pee то 
ЖЕТЕ ДИ. 


22 | 10:22: pu NN Фос дао 92 EN 
И шуге]... Бос ed G cle 
o [SMS bey що Sat дао : 
NU лаври ШЕКЕР шаналан (ыт. [et orb Ln — is 


хай, | ыы 


— ФЕ - — = — —— ——- - E —— € 


" 
ic pe 


А Ж pun = pou еу Hole 2 E^ "on مسب‎ - 
над дет > Er <" Ww _ вш es, E | ее. | 


noe са wass С Mee aped 


——  ——ot.. 


соса жан н ва <S. а ео а Ка Ble ТИМЕ СИВЕ 


—— د یتست بت دود‎ —— ——  —Ó——À m 


— سے چ ہے ی دچ ت‎ — T - - -- - == === oo MÀ 


FD-340 (Rev. 4-2-85) 


Field File No. 1-4 2644-1000 
Serial # of Originating Document 

OO and File No. BS 26Ч4-//6 ; 
Date Recei Be 


Нилхэ mta И 


КР ен 1 
AY, 5 “ae 


| | H 
By » 
ame of Special Agen ۳ 


PL امه مود نی رو‎ анч ione PR rf гу жас S وی‎ 


1 
SPC RES CPI CM DES ITH EMT EI NS ien LAE 


To Be Returned С) Yes No Receipt Given O Yes 20 i 
— —Grand-Jury-Material---Disseminate-Only Pursuant to Вие 6(e), Federal Rules ! 
of Criminal Procedure О Yes 0 & 


UNSUBS, aka ° 


B 


Я 


Chaos T ute- Club T H 

га, | Hamburg / Federal Берші of сета, (Fee); ( л I 
E Есе and Abuse | A й 

55 | | 

€ р 
(Communication Enclosing Material) 

3 

----------- Ё | 

— Description: -Gi=OriginarnotesTemterview-of= 00 5234 dE ў 
и 5 

Grep . 5 H 

% 

3 

j 


СА nd а 
. за = за Ж + ` ЫЗ е“ Ж 
` 5 ... ГЭ ` T. os 5 3 Y . `. А. `` 
w у Қа. оо - А Р om e Е: , " 
» > “ E х 7 ` ay 
1 + 
- ` 
» " * . Я « . 
х э; + b. 2 + 2 
? ы ГА E * D р Е к ... a” 
. Е n ; 
* " ` Ы ` at 
+ ы x .? 
` . . Н š : 
. 
۳ . 
. [s ` . + ` 5 
Ж.“ ж ` x 
* . 
М 
+ ь6 
. b7c 
. 
. 
` 2 . . 
` т” k 
. ы О 
я ` 
о . + 3 S ۳ 
« 
Li 
+ 
+ © » 
р 3 3 
. 
| е 
лд " . д 
ы 1 я А 
. M | . 
A a : ! 4 < . 5 5 
| 6 ; 
+ 
ж, зе اس س‎ qun = Ати ME M A Vr. ure е а — 4 x- мэ - == у Қоса 
са Н қ . . 
w т . 1 Eg А ` 
: 1 4 
` . 
» x р + 
е l . s 
« ра . 
3 е w + “ . 
T + " & ^ 
. > 
Й 
1 ۰ ^ 
. П - 4 « » 
е н * 
` 
1 ` 
К Қ ۳ ۰ xd 
n . 
9 2 ۳ ۱ ом то Лаг 5 5 
Р 2 
. 4 3 Я » 
П LI 9) . 
къ? : , 
© , + : ый "I 
1 
` a . М 
۰ 


, . 
---- - - - =. named نک ي‎ дет OE igo, плаващи ышы”, де 28 — „м 
. - ~~ - ку - -- - —- - ~ em . - ж. - - —- -. = —— — س‎ 
x 22 
‚м » "PE ЫР П 
, 1 „не "E 
, - ж ۳ 
- - 4 š " : 
„аш... ی‎ MI ii U lll u 2085 
ы = w 7l me ү Beses et 
a - (ur 
Лас ۳ 3 
2 . 
. 
А . ADT 20% 
. 5 ý f ^ u « 
a c ` Ç 
Я ۰ 
> > 2 eg : 
^ »^ + 5 ۰ 
. .- 
3 . ` 
` . а 
` 
` . - —= 
2. 5 
H 
^ 
» 
. 
` 
=“ хэхэ 5 3, жы. E 
3 E = = 
е + 
. R 
, 
^ 
. 
бо 
А „коа 


ORR, 


| | š 
b7 
Ç OM MAs с 


| 1111 — le Sano G 
> Vital i 3X | 


айн ЭЛЭГ 


Modom ans 


— 


- رده دی جک مت 


INBOX.2 (#747) 
TEXT: 
VZ0ZCHQO0071 2872055 
VZCZC20h0314 
РР НО AX BS Pu 
PE BON #0314 2871037 
20Ү EEEEE 
Р 1411352 ОСТ 57 
FM BONN (1964-229) (P). 
-оэнтО-А0Т1.0-0818ЫСТ708 - PRIORITY- ее | n ——— - -Э Яв 


ЕБІ ALEXANDATA _ _ PRIORITY 


- 2 FBI BOSTON (264А-1) PRIORITY ۰. سیم‎ spa... т 


SEARCHED > 


FBI РЕТГАРЕБРИТА ۲ : ў с L] GENERAT 

-— c mm - - ын = ае ТТ T ата GATITS | # 
аа Съри ' d NEGATIVE ` LIRE ! 
UNCLAS BE Ee СА [1 S4 


` INITIANLS:. 


055085, АКА SOMPUTER CHAOS CLUB, HAMBURG D REPUBLIC OF ` 


d А S wm 8 „КЕРА юш С ap ی‎ и = مت‎ 156 Та 
GERMANY ек Г | _ bre 


= | А b7D 
REBONTEL, SEPTEMBER 23, 1987. 


| BT 
| ATTN: CID, WHITE COLLAR CRINE SECTION. 


ON OCTOBER 2, 1987, ASSISTANT LEGAT HANDLING THIS 


MATTER мт] 

OFFICIAL, دس‎ 
THE COMPUTER CHAOS CLUB (CCC). 26 
SEARCHED Te: 


Mn 21 яко ФА 
001 14 1987 


wer р хийх мшш 7 
та 2 Жз» zd 


PAGE TWO ШЕ BON 0314 UNCLAS E F T O 


b7D 


- LLL] зөярьста вот ONLY ISTAUDED BUT ¿ALSO IMPLANTED THEIR бий 


PROGRAMS IN CERN COMPUTERS. ГГ — — — — — — — — — — —] 


-=| |аотар THAT THE PROGRAM LISTZD ABOVE AS 6 


NETDCL.COK APPEARED ТК А REPORT UF COMPUTER INTRUSIONS АТ THE pup 


۲ بش‎ t> LABORATORY (181). THIS REPORT WÁS COMPILED BY 


OF LoL AND FURNISHED. TG LEGAT ЕОК INVESTIGATIVE 


РОКРО545 IN THE CASE CAPTIONED “UNSULS; UNAUTHORIZED USE ОЁ 
‚ GOVERNHENT COMPUTER SYSTSi. Ты LAWRENCE BEXKELEY LABORATORY, 


< BERKELEY, CALIFORNIA;[ ^] 00: ALEXANDRIA",  (BOKFILE 196Д-221). 


тив wesrcuerro| — UU ]APPEARS он PAGE [— or pr 
REPORT UNDER THE SUBHEADING LL [j 


ABOUT THE POSSIBILITY OF GCC HACKERS ALSO HAVING INTRUDED IN LBL 


PAGE THREE DE BON 0314 UNCLAS ЕЕТО 


СОСРОТЕК5 AND AS TO THE EXACT NATURE OF THE NETDCL.COM PROGRAM. 


Е ЕН s: 


ЕЗ 2 И b7C 


Thi IDENTITIES OF TEE ACTUAL INTRULERS WITHIN THE ССС 
IS AS YET UNKNOWN, THOUGH THERE ARE SEVERAL SUSPECTS. ІТ WILL 
LIKELY 88 DIEFICULT ТО ESTAZLISH TRE INTRULERS' IDENTITIES SINCE 
THE TERUINAL, FROM WHERE THE INTRUSIONS WERE CONDUCTED, 15 


ERE чин Я ge UU ee сас 
LOCATLLY XN The CCC иьЕТЇКС 300, wRELE AL NBER HAVE ACCESS. -- jene = 


WITH THAT CASE. 


.IT IS AT TAIS POINT UNKNOWw TO] b7D 


| PAGE FOUR DE BON 0314 UNCLAS E F T O 


IN CONTACT WITH ThE SUSPECY[ 0 ок те ccc 


REQUEST, ов THE BUREAU 6. | г асан "EMEN 


^ ЕВІН0 IS REQUESTED TO CONTACT NASA HQ PURSUANT TO ia а BID! 


LEADS - PHILADELPHIA AT PHILADELPHIA, PENNSYLVANIA: 


| "T жа - - - => + 5 = 7 x a T $ z + 
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WILL ADVISE OF RESULTS OF INVESTIGATION REQUESTED IN 
REFERENCED TELETYPE. 


ALEXANDRIA AT ALEXANDRIA, VIRGINIA: 


WILL REVIEW ABOVE ТЦЕОКНАТТО ТО DETEXUINE IF CCC LAY 


HAVE BEEN INVOLVED IN INTRUSIONS PREVIOUSLY ATTRIBUTED TO[ | ь6 
ьтс 

| іх ALEXANDRIA FILE 196A-999 AND ADVISE AS ТО THE UEANING OF b7D 

THE РкОСБАЙ | | ANG ITS POSSIELE SIGNIFICANCE IN THIS 

BT 

003134 2 Pro Ear ЗАЛА fa зі ERR 2 


MATTER. 
| 


NNNN 


INBOX.3 (#748) 


у2с26н40035 


ВК ASO 


FORMS.TEXT HAS 1 DOCUMENT 
OUTBOX.1 (|583) 

TEXT: 

VZCZCBS0003 

RR HQ. 

DE BS |0003 2372026 

ZNR UUUUU 

R 251502Z AUG 87 

FM BOSTON (264A-1) (Р) (0-5) 
TO ACTING DIRECTOR (ROUTINE) 
BT 


UNCLAS 


 UNSUBS, AKA ООМРОТЕВ CHAOS CLUB, HAMBURG; FEDERAL REPUBLIC OF 


شود وج ها ۳ -.- | وم وه " 


ВЕ LEGAT, BONN TELETYPE ТО THE BUREAU, 8/19/87, AND BOSTON 
TELEPHONE CALL TO SUPERVISOR| |евтнд, 8/20/87. 


on 9/20/87, [dr 


"ATTENTION: СІП; WHITE COLLAR CRIMES SECTION ^^ ^ ^^ ^ ^ — e er 


FAMILIAR WITH THE COMPUTER CHAOS CLUB OF HAMBURG, WEST GERMANY. 
Г ]sAID THAT[ |НА8 HAD A CONTINUING PROBLEM WITH THE 


ACTIVITIES OF THIS ORGANIZATION. ACCORDING To[ |] THE 


ae 


GERMAN, SWISS AND FRENCH POLICE ARE ALL CURRENTLY INVESTIGATING 


J, | 4273 


SEARCHED 
SERIALIZED CA 
| ШУ 


(Bl Fos 


8 b7C 


RAGE TWO DE BS 0003 UNCLAS 
THE COMPUTER CHAOS CLUB. 


| EUROPEAN MOLECULAR BIOLOGY LAB, MEYERHOFSTRASSE 1, 

6900 HEIDLEBERG, WEST GERMANY, TELEPHONE| | HAS A 
GREAT DEAL OF KNOWLEDGE RELATING TO THE COMPUTER CHAOS CLUB AND 
ITS ACTIVITIES. | | НАЗ ALLEGEDLY IDENTIFIED TWO OF THE 
MEMBERS OF THE CLUB. ON 8/4/87,[ [REPORTED то | |Тнат 
COMPUTER HACKERS НАР PENETRATED тнЕ| | |Унз OPERATING SYSTEM. 
+. THIS PENETRATION OCCURRED АРТЕВ| вар CORRECTED AN ERROR ІМ THE 


— 


| SYSTEM THAT HAD ALLOWED COMPUTER HACKERS TO-PENETRATE THE SYSTEM | 


i — . ۱ 
-  IN.THE PAST. THE ERROR IN THE-OPERATING.SYSTEM HAD BEEN 
CORRECTED AS OF 7/31/87. | 7 |високвтЕр ТНАТ | WOULD ВЕ 


| VERY HELPFUL TO AUTHORITIES IN THEIR INVESTIGATION OF THE 


+ =- - Е 


б COMPUTER CHAOS CLUB: 


[| ADVISED THAT ANOTHER INDIVIDUAL WHO MAY BE HELPFUL 
IN THE INVESTIGATION IS] 
L Е ЩЕ Е 


(2 |тешвнонв мимвек ас | ` EN ——59 9 


[ e. ]J1AS. INFORMED THAT THE FBI MAY BE RECEIVING SOME 


SPECIFIC TECHNICAL INFORMATION DESCRIBING HOW THE COMPUTER 


PAGE THREE DE BS 0003 UNCLAS 


b7C 
THAT IF THIS INFORMATION WERE PROVIDED TO HIM, HE WOULD INSURE ۰ | ь7р 


THAT IT WAS IMMEDIATELY FORWARDED TO APPROPRIATE [ ЕмрһоуЕв5 50 
THAT THE ERROR COULD BE CORRECTED. 

THE BUREAU IS REQUESTED TO FORWARD TO BOSTON DIVISION THE 
ELEVEN PAGES OF INFORMATION THAT ARE BEING DELIVERED FROM LEGAT, 


BONN. BOSTON DIVISION, IN TURN, WILL PROVIDE THIS INFORMATION TO 


|| 


^ ТНЕ-ВУВЕАЦ IS REQUESTED ТО FORWARD THE ABOVE INFORMATION ТО 


=——ЕСАТ.,. BONN. OSE) SEES орли Ls | 
= | Пен. = b SN 
- BT 2 m Т — —s 


... . 10003 ۱ 


хамаа хэ | эээ 


T MEET PR | O | о 


FORMS.TEXT HAS 1 DOCUMENT 
OUTBOX.1 (|746) 

ТЕХТ: I 
Ү2С2СВ50002 

00 HQ 

DE BS |0002 2401837 

ZNR 00009 

0 2815232 АШС 87 

ЕМ BOSTON (264A-1) (Р) (0-5) 

TO АСТІМС- DIRECTOR (IMMEDIATE) 
BT 


— UNCLAS _ 


ATTENTIQN: CID - WHITE COLLAR CRIMES SECTION "ее -- 


AKA COMPUTER CHAOS CLUB, HAMBURG, FEDERAL REPUBERCCOF——— مد‎ 


GERMANY (FRG); | = b7D 


RE LEGAT, BONN TELETYPE ТО THE BUREAU, 8/27/87, AND BOSTON 


TELCALL TO 80РУУ| | FBIHQ, 8/28/87. ь6 
ON 8/28/87, BOSTON DIVISION NOTIFIED | | xo PBP 


A PACKAGE FROM FBIHQ VIA DHL EXPRESS [Was ADViSED-THAT THE КЕТСЕ 
PACKAGE, WHICH WOULD PROBABLY ARRIVE ON 8/31/87, WOULD CONTAIN 


INFORMATION RELATING TO INTRUSIONS BY THE COMPUTER CHAOS CLUB 


_ COMMUNICATIONS, DIRECTOR OF SECURITY| [uas 
| 2G 9, /; 3 


SEARCHED 
ШИШ CH = 

| ШЕШ 

| Hm Cu 


PAGE TWO DE BS 0002 UNCLAS 
PROMISED TO PROVIDE THIS INFORMATION TO APEROFRIATE | | 
EMPLOYEES. 
| Bas FURTHER ADVISED THAT IF THE INFORMATION BEING SENT 
FROM ЕВТНО IS NOT SUFFICIENT TO VERIFY THE FLAW'IN THE |] 
2 Jm SHOULD CONSIDER SENDING A REPRESENTATIVE 
TO THE PROPOSED MEETING WITH THE INTRUDERS DESCRIBED IN 
REFERENCED TELETYPE. 
LEGAT, BONN IS REQUESTED TO PROVIDE BOSTON DIVISION WITH A 
TENTATIVE DATE AND LOCATION FOR THE PROPOSED MEETING WITH THE 
_ INTRUDERS. 
THE BUREAU LS. REQUESTED TO PROV-EDE. THE ABOVE INFORMATION TO 


> — = SSS 
ВТ | 


10002 


, — NNNN шинэ 229228 


DECLASSIFICATION AUTHORITY DERIVED FROM. 
TBI AUTOMATIC DECLASSIFICATION CUIDE 


BATE 28-02-2021 aL |] ) 


в ` 


D 


FORMS.TEXT HAS 1 DOCUMENT 
INBOX 1 < |696) 


TEXT: 


VZÓZCHQ0075 | 
00 НО АХ 85 


DE BON |0121 2390957 : 


ZNY сесес m 
0 2709482 AUG 87 


FM LEGAT PONN (264-229) (Р) 


TO ACTING DIRECTOR IMNMEDIATE | E. EARS i du 
=e 


ALEXANDRIA | IMMEDIATE саза = 


BOSTON (INFO) ROUTINE 


АТТЕНТІОИ CLD, WHITE COLLAR CRIM? SECTION 
UNSUBY, AKA COMPUTER CHAOS CLUB, HAMBURG, FEDERAL REPUBLIC OF 
"GERMANY (FREY; [__] =" ---- m pn s te е ار‎ 
THIS TELETYPE IS CLASSIFIED CONFEDENTIAL IN ITS ENTIRETY. 


REBONTEL DATED AUGUST 19, 1987, AND BONN DHL SHIPMENT TO 


[| FBIHQ, ON AUGUST 21, 1987. 6 
Š ь7с 


IN FURTHER DISCUSSION OF THIS MATTER WITH THE[ | b7D 


FA нв 
наета ї 


[7f FOTMS шаа 
[j NEGATIVE ÛJ NEGATIVE 
[1 SA ГІ ۸ 


ДА INITIALS: 
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IT IS NOTED THAT TO DATE NO RESPONSE TO LEAD OR REQUEST OF 
THE BUREAU IN REFERENCED TELETYPE NOR ANY ACKNOWLEDGEMENT OF 
RECEIPT OF REFERENCED DHL SHIPMENT HAS BEEN RECEIVED AT BONN. 
[ | E 
b7C 
[ ее E | сант 
| DEC OFFICIALS THERE ۸۵۷15۳9] ^ THAT HE 


WOULD BE RECONTACTED BY DEC OFFICIAL|_— | (PHONETIC) BUT 


THIS RECONTACT NEVER MATERIALIZED, [||] Р 


AS MENTIONED TN-REFERENCED TELETYPE AND REITERATED BY| ДІМ „ كت‎ 


<——ABOVE-MENTLONEDDIscusston,[ 00000000 ۲ 


Е i:‏ ڪڪ 


LALONG WIEN А SPECIALISTI KNOWLEDGEABLE 


REGARDING ' THE COMPUTER AND SOFTWARE IN QUESTION, POSSIBLY СА 


SPECIALIST, ІМ ORDER ТО DISCUSS THEIR SUCCESSFUL INTRUSIONS INTO, 


| | |сомвотева AND EXPLAIN THE FLAW. SUCH A DISCUSSION WOULD ВЕ 


+ 


Pa * -0 О 
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CONDUCTED ON THE. BASIS THAT THE INTRUDERS' NAMES ARE NOT 


Po) us CASE 
DID MAKE THE PRESS AND THE INTRUDERS WERE NOT INTERESTED IN 


KEEPING THE MONEY BUT STATED TO BANK OFFICIALS AND AUTHORITIES 


THAT THEIR AIM WAS TO POINT OUT THAT THE BANK'S ACCOUNTS WERE NOT 


ADEQUATELY PROTECTED. AND THAT STEPS TO CORRECT SUCH FLAWS SHOULD 


b7D 
ë DOCTR — 
THEIR INTENTIONS ARE DEMONSTRATED BY THEIR WILLINGNESS TO MEET I цаа, 
WITH AUTHORITIES AND A DEC SPECIALIST ТЕ THIS IS DESIRABLE. | | 
ме. b7D 


IT IS SUGGESTED THAT ТЕ DEC CANNOT VERIFY THE FLAW BASED ON 


THE INFORMATION PROVIDED IN THE DHL SHIPMENT, THAT THEY SEND A 


сул О 2 


- 
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SPECIALIST WHO COULD TALK TO THE INTRUDERS ALONG WiTH[ | s 


(| ARRANGEMENTS FOR THIS MEETING SHOULD ВЕ MADE BID 
THROUGH LEGAT, BONN, ASSISTANT БЕСАТ| Jonan 


EXPEDITIOUS BASIS. 
FBIHQ AND BOSTON ARE REQUESTED TO ADVISE BONN OF 
DEVELOPMENTS. 
д CEASSEFEED- BY 8049; DECLASSIFY ON OADR. ` 
BT 


- — 40075 _ 


4. 


2» 


-- 0:9 (Riv. 8-16-79) СЭ CO 


TRANSMIT МА: __ 
CLASSIFICATION: S| pate: 2/28/87 
FROM: Acting ҒАН ЕВТ 
ТО: SAC, Boston (264A-1) (0-5) 
UNSUBS; 


AKA: GOMPUTER CHAOS CLUB, 
HAMBURG, FEDERAL REPUBLIC OF 


GE Н 
x Boston teletype to the Acting Director, 8/25/87, 
and Bonn teletype to the Acting Director, 8/19/87. 


Enclosed for Boston are two (2) c 
printout allegedly representing. 


is material was received at ЕВТНО via- 
.express-mail.on 8/24/87, disseminated to the Technical Services 
Division, the Nati L i sent 
directly to th 


Boston is requested to recontacl |. من‎ the 
meaning; ы” and extent of the intrusi advise FBIHQ and 


Legat Bonn. 


Enclosures 


SEARCHED, DOE 


IN 
ONPE 


ANG 31 137 


FD-36 (Rev. 8-29-85) 


SMIT. МА: PRE :‏ سح مس یز 
Teletype immediate‏ 


- Facsimile O Priority 
О Routine 


13.5 


FM BOSTON (264А-1) (Р) (0-5) 
TO ACTING DIRECTOR (IMMEDIATE) 
вт 
UNCLAS 


GERMANY (FRG);[ | 


| TELETYPE TO THE BUREAU, 8/27/87. 


ATTENTION: CID - WHITE COLLAR CRIMES SECTION 
UNSUBS, AKA СОМРОТЕВ CHAOS CLUB, HAMBURG, FEDERAL REPUBLIC OF 


RE BOSTON TELETYPE TO THE BUREAU, 8/28/87, AND LEGAT, BONN 


THIS INFORMATION IS NOW IN THE HANDS OF TECHNICAL PEOPLE AT | | 
WHO ARE EXAMINING THE MATERIAL. | ^ jabvrsED НЕ WILL CONTACT 
FBI, BOSTON WITH THE RESULTS OF THE EXAMINATION OF THE COMPUTER 


% 
< 


(Number) 


0 


C 
C) TOP SECRET 
[1 SECRET 


C) CONFJDENTIAL 
О UNCLASEF TO 
NCLAS 
اه‎ 


Date 5 


b7D 


Approved: _ tele Transmitted CASS | ХУ Per КА 


md ЯВ 
ОН БЕНЕН 
SERIALIZED C2 


| INDEXED 
Y FLED Z 


PRINT OUT. 


ON 8/28/87,[ | DEC, LONDON, ENGLAND, TELEPHONE 
| | [LEFF A MESSAGE FÖR BOSTON CASE AGENT. IN HIS 
MESSAGE,[ | | INDICATED THAT HE WOULD CALL LEGAT, BONN ON 
8/31/87, TO SEE IF HE COULD MEET WITH THEM ON TUESDAY, 9/1/87, TO 


DISCUSS CAPTIONED MATTER. | [staten mar | 
| 111 вов DEC IN LONDON, ENGLAND. 

THE BUREAU IS REQUESTED TO PROVIDE THE ABOVE INFORMATION To 
LEGAT, BONN. 


ь6 
b7C 


PE CLASSIFICATION АПТНОВТТҮ DERIVED ГЕМ: 
"I AUTOMATIC DECLASS CATION GUIDE гж 


ПАТЕ 9 802 2021 BY: Е №) Р 


a 
FORMS.TEXT HAS 1 DOCUMENT 


INBOX.1 (|265) 


TEXT: 
VZCZCHQ00085 


P 0811002 SEP 87 

FM LEGAT BONN (196A-229) (P) 

TO ACTING DIRECTOR PRIORITY 

ALEXANDRIA PRIORITY 

BOSTON (264A-1) PRIORITY 

со А L 

ВТ 

ATTENTION CID, WHITE COLLAR CRIME SECTION 


бысы А А МРОТЕК CHAOS CLUB, HAMBURG, FEDERAL REPUBLIC OF 


| 
GERMANY (FRG) ; край, b7D | 
| 


= 


THIS TELETYPE LS CLASSIFIED С x T WHERE MARKED 7-7 Oe 
REBSTELS AUGUST 28, 1987 AND SEPTEMBER 2, 1987. | 
~ >T ` ON SEPTEMBER 1, 1987, LEGAT ATTENDED 4 MEETING اجه‎ | ч 
lj PRESENT AT THE MEETING WERE THE 
FOLLOWING: ییاد‎ ве 
————— т | b7C 
EUROPE AND THE MIDDLE EAST (OFFICE: Р. 0. BOX 115, READING, 


| 
L-—"BERKSHIRE-RG20TL, ENGLAND, TEtgPHORE | | ГГ Fj в. 


с 
~J 
о 
1 


1 ۳ 


ZA 
mor" 


SEP 03 107 


! 
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FREISCHUETZSTRASSE 91, 8000 MUNICH 81, TELEPHONE[ (| 


ӨЛ 10-ы 
| 17 7 J(OFFICE: MUNICH, TELEPHONE NUMBER (089) 
(РЕОТЕСТЭ| | LEGAT WAS ALSO PRESENT AFTER BEING 
CALLED AND REQUESTED TO ATTEND ВҮ[ | хо) 0 

1 


THE MEETING BEGAN WITH А BRIEF OUTLINE ВҮ| 0۲ THE 
RESULTS OF RECENT INVESTIGATIONS CONDUCTED BY HIS OFFICE. 
Cid STATED mar | WAS AWARE OF INVESTIGATIONS-BEING 
“conpucreppy{__ a | 
^ guy HAVE sç L——— —— 
-Һ 2 ]mesARbING THE COMPUTER CHAOS CLUB | 


(CCC). | ховил HAD: PROBLEMS IN TOKYO WHEREIN A CUSTOMER. 


INCURRED INTRUSIONS INTO THEIR COMPUTER SYSTEM. | 9 НЕВЕ 


ABLE TO TRACE THE INTRUSIONS BACK ТО MAX PLANCK INSTITUTE IN 


THE] “ADVISED THAT HE HAS A SOURCE 


< HEIDELBERG; WEST- ‘GERMANY ;_. BUT: NO FURTHER. 2. E ۱ 


b7C 


. да иас 
' | О О 
~, 
А 
Р 
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SYSTEMS WITH INFORMATION THAT THEY FEARED MIGHT BE 
CLASSIFIED. PES- | | | 
` ° REPRESENTATIVES OF CCC, WHO ADVISED AS b7D 
FOLLOWS: (1) THE HACKERS HAD STOPPED THEIR ACTIVITIES; (2) THE 
HACKERS WERE WILLING ТО COOPERATE WITH AUTHORITIES; AND, (3) THE 
HACKERS SAID THAT THE "HOLE" IN THE SYSTEM WAS NOT FIXED--THE 
COMPUTERS CAN STILL BE ACCESSED. (891 
зэв AS- NOTED. TN: ЕАВЬТЕВ СОММОМТСАТТОМ$, THE-REPRESENTATIVES  -2--0----- 
ADVISED THAT IF THE "HOLE" IS NOT CLOSED, THEY WILL GO TO THE 
PRESS WITH ALL THE FACTS. EVIDENTLY, THE PUBLICATION 


“HANDELSBLATT” WELL PUBETSE А SMALL ARTICLE THIS WEEK ABOUT THE 


1 


CASE AND оң SEPTEMBER 15, A FOUK- -PAGE ARTICLE WILL APPEAR IN THE 
MAGAZINE "DATENSCHUTZBERATER." BOTH OF THESE ARE SPECIALIZED 
PUBLICATIONS WITH A VERY LIMITED CIRCULATION. THE “DEUTSCHE 


м PRESSE AGENTAR" рог.) шин ДЭГ TO REUTERS. ЕТС. РМ SUPPOSEDLY KNOWS 


SOMETHING OF “THIS CASE BUT NOT YET ENOUGH. то PUBLISH A 


ы —— 9 ee cc d t 
4 * P ы * в. + ate * LAST =» * я P ` . - цан * 
| ^ ыг че s 
E 
| О 
2 


PAGE FOUR DE BON 0154 TUNED ویو‎ 
STORY. XL (р 
FROM THESE DISCUSSIONS, IT APPEARS THAT ONE OF THE MOTIVES 
OF THE HACKERS IN OFFERING TO TALK TO DEC IS SO THEY CAN LATER 
PUBLICLY PROCLAIM тнат| (нар то TALK То THEM (CCC) IN ORDER ТО b7D 
SOLVE A PROBLEM WITH THEIR COMPUTER SYSTEM. UNDERSTANDABLY[ | 
OFFICIALS ARE NOT INTERESTED IN TAKING ANY ACTION WHICH WOULD 
TEND TO LEND CREDIBILITY TO THE CCC. Yel үр 
AFTER STUDYING THE PRINTOUTS MADE AVAILABLE BY THE HACKERS 
AND CONFERRING WITH OTHER ENGINEERS IN MUNICH AND THE UNITED 
8ТАТЕВ,| 2 | STATED THAT HE 15 OF THE FIRM OPINION THAT pe 
SUFFICIENT "PATCHES" HAVE BEEN MADE SO THAT THE SO-CALLED "HOLE | 0 b7D 
—  IS.NO.LONGER EXISTENT- НЕ ADMITTED. THAT PREVIOUSLY THERE НАР. ІШ ЕРКЕККЕ 
BEEN VULNERABILITIES iN| |SYSTEM, WHICH HAD BEEN; с 
INSUFFICIENTLY "PATCHED," ВОТ THIS HAD BEEN CORRECTED, ШЕ: a мэ 


ALSO CONCERNED REGARDING THE ALLEGATION THAT THE SYSTEM WAS. 
| THEY WILL CHECK INTO THIS ALLEGATION BUT DOUBT THAT 


THIS IS, IN FACT, THE CASE. 


L | ADVISED THAT FROM A CHECK OF ABOUT HALF OF THE ма 
Skis 1 cum на: ==. Raga >”. --Ь7С Е 


SYSTEMS LISTED AS INCURRING INTRUSIONS (THREE- -PAGE LIST WITH 


= š 4 . . Ф я 
жә 
а + > х a h 
i О 
- ( ) 
ы “ 
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DIFFERENT FACILITIES PROVIDED TO BOSTON BY DHL courter),| | 
Loo Ef 
THEREFORE, HE IS CONFIDENT THAT ACTUAL (AS OPPOSED TO ATTEMPTED) 
INTRUSIONS OCCURRED INTO THE SYSTEMS OF UNIVERSITY OF CALIFORNIA, 
CALIFORNIA TECH, NASA-GODDARD SPACE FLIGHT CENTER (GSFC), NASA- 
HEADQUARTERS, WASHINGTON, D. с. AND THE NASA-MARSHALL SPACE 


FLIGHT CENTER (MSFC). | — |5ТАТЕР THAT CLASSIFIED 


INFORMATION 18 мона | пл 
о... о ME 


COULD PENETRATE. 


— 


ЭЭН Е: = — HIS OPINION RecaRDINd | REPORTING 


„EVERYTHING О-о 
SS оса 


[wem sud] 


INVESTIGATION SO FAR HAD PROCEEDED TO THE POINT THAT THEY HAVE 


IDENTIFIED TWO PERSONS WHOM THEY THINK TO BE TWO OF THE HACKERS 


INVOLVED IN THESE INTRUSIONS.— ОХ dues ааль d Hen DM 


- = => - са = — 


LEGAT EXPLAINED FBI'S INTEREST IN THIS MATTER AS FOLLOWS: 


& RUE D EE c š TF а ТИ x 
< ¢ xU м 
"E 
| 7 Е Я 
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ON SEPTEMBER 2, 1987, 2 |тврЕРНоВТСМАЛ 


CONTACTED LEGAT AND ADVISED THAT НЕ WOULD ВЕ IN ITALY BUT WAS b7D 


GOING TO BE BACK IN ABOUT A WEEK. |  ]orrrcrans WERE VERY 
COOPERATIVE AND ARE VERY HAPPY THAT THE ЕБІ IS INVOLVED IN THIS 
CASE. 
AT THE PRESENT тїнЕ| |1 CONTINUING THEIR OWN 
— — INVESTIGATION BUT IS. HOLDING OFF AT THE PRESENT TIME FROM T" шэг хх мо 


REPORTING THE RESULTS OF THEIR INVESTIGATION = — S — 
——— = = ——kb7c == 


- HOWEVER, эввеи | DEC WILL EVENTUALLY HAVE TO . 370 ыы 
са SX gy 


LEGAT, BONN WILL MAINTAIN CONTACT wiTH[__JAND 


DR. POHL. PEY | ID) 
CLASSIF j ON OADR. 


| 
b | 
: | 
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‘Hackers 
penetrate 


Ё 
ЖАЗА data 
| network 


м 
‚ #Ву Girard C. Steichen 
| “Associated Press 


* FRANKFURT - Computer 
hackers broke into NASA's world- 
«wide dafa network this summer 
sand gathered secret Information 


жхғлла«тке: 


қоп space shuttle projects and 
‘rocket failures, according to 
*broadcast and print reports yes- 
»terday. | 

'* News reports said young West 
«Germans gained access to 20 com- 
“puters of the National Aeronautics 
rand Space Administration and 
қсоша have paralyzed the entire 
"network, The ARD television net- 
twork said а flaw in the security 
ssystem gave the hackers access 
Этот May to September. 

The NASA system connects 
more than 1,600 computers world- 
{wide that share data on space re- 
‘search, nuclear physics and mo- 
Чесшаг biology, ARD reported last 

| night. The network includes Ше 


175 atomic research facilities in 
Los Alamos, М.М. 


я In Washington, NASA said ша 
gtafement that the tapped net- 
swork provides unclassified infor- 
mation to university and industry 
Tesearchers. “We know of по 
разе information which can 
‘be accessed through the net- 
*work," the statement said. 

} The statement said NASA uses 


7 


AP photo 
Steffen Wernerg of Hamburg, a member of the "Chaos Computer 
Club," works at a terminal in his home yesterday. 


Сҹ 


а number of computer networks 
with varying degrees of вес гу to: 
provide “appropriate Individuals” 
with access to data. 

The Hamburg-based magazine 
Stern reported information simi- 
lar to the ARD report in an ad- 
vance that was telexed to news 
media yesterday. 4 

The Hamburg-based 5 
Computer Club" said the youths 
turned to the club for help when. 
they realized the enormity of their 


discovery. The organization said. 
‘the hackers penetrated the net- | 
work to show the “unbeltevable 

weaknesses” of the security sys- 

tem and had no interest in the se- 

cret data. 

In one of the most serious secu- 
rity breaches, the hackers ob- 
tained NASA information on 
space shuttle projects, computer 
security studies and rocket boost- 
ers, the ARD reported. 

No charges have been filed. 


 ——— ————————— a =s. ро 


SAVE 20% all robes: 

vos + >$АМЕ 20% ай leisurewear 
SAVE 20% all'bras 02. 

SAVE 20% all control Bottoms 

SAVE 20% all daywear ۱ 

SAVE 20% ай pants (excluding Jockey) 


ACCESSORIES: 


2 С SAVE 50% all 14kt gold chains 
9, SAVE 50% all sterling silver chains 
SAVE 35% all 14kt Jacmel gold earrings. 
SAVE 25% all belts 
SAVE 20% all mufflers 
` .SAVE 2006 all ۱۵۱۲۵00۷5 | 
SAVE 20% all Antron and silk lined gloves . · 
SAVE 20% all knit hats, knit scarves, arid knit gloves 
SAVE 20%. all. fashion jewelry 
‘SAVE 20% all seini-précious stone jewelry 
SAVE 20% all-Filene’s own simulated: pearls - 
SAVE 20% all sterling. silver jewelry 
SAVE 2096, all hosiery 
SAVE 20% all handbags (excluding Gucci, Fendi; Dooney & 
Bourke, Coach, and Liz Claiborne) . 
SAVE 20% all novelty watches (excludirig Swatch) 


FINE JEWELRY: _ 
SAVE 35% all fine jewelry (excluding Gucci and: Movado) - 
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(Mount Clipping in Space BE Yow) 


Я (indicate page, name of 
_|newspaper, city and state.) 


Pg. 3 BOSTON GLOBE 


Date: 9/16/87 


Edition: 
ж 
ма 4 — »ф.. 
Tie; “^^ 
Character: 
or 
= Classification: BS 264А-1 
E Submitting Office: 
Indexíng: 
—— ли ЕКЫ 


(eto se] 
SEP 17 1987, 


b7C 


DECLASSIFICAT ON AUTHORITY DERIVED FROM: 
БІ AUTOMATIC DECLASS CATION GUIDE 2 


ПАТЕ 08-02-2021 въ: 


E N “2 


FORMS.TEXT HAS 1 DOCUMENT 
INBOX.1 (#846) 

TEXT: 

VZCZCHQ00014 

P 2307222 SEP 87 

ЕМ LEGAT EONN (196A-229) (Р) 
TO ACTING DIRECTOR PRIORITY 
BOSTON (264A-1) PRIORITY 
PHILADELPHIA PRIORITY 

со I L 


BT 


ATTENTION CID, Y*ITE COLLAR CRIME SECTION 


UNSUBS, AKA COMPUTER CHAOS CLUB, HAMBURG, FEDERAL REPUBLIC OF 


GERMANY (FRG); [р Сме 
L7 THIS TELETYPE IS CLASSIFIED GONFEDENTIAL IN ITS ENTIRETY. | 
= REBONTEL DATED SEPTEMBER 6, 1987. | = `. < ==] 
FOR INFORMATION OF PHILADELPHIA, THIS MATTER WAS INITIATED | 

| 

| 

| 


UPON A REPORT RECEIVED BY LEGAT, BONN[ | 
CF zeicaztu тит А өн 


= - -OF COMPUTER HACKERS, CALLING THEMSELVES COMPUTER CHAOS CLUB (CCC) 


INDEX | 
ЕТІ Ib | 


AND LOCATED IN HAMBURG, FRG, HAD DURING JULY, 1987, SUCCESSFULLY 


PAGE TWO DE BON 0238 СО [1 بو صت‎ TIAL 
ENTERED COMPUTERS OF VARIOUS UNITED STATES CONCERNS (NASA, MIT, 


CALTECH, JET PROPULSION LAB) AND SEVERAL RESEARCH CENTERS IN 
OTHER WESTERN NATIONS WHICH ARE MEMBERS OF THE SPACE PHYSICS 


ANALYSIS NETWORK (SPAN). -THE COMPUTERS WERE EXcLUSIVELy| (00 | 


INTRUSIONS WERE ALLEGEDLY POSSIBLE DUE ТО 


[ mg ccc тн авоот 
MID-AUGUST, THROUGH A MIDDLEMAN,[ —  —  — ]тнат re pip wor 


CORRECT THIS ERROR WITHIN A TWO-WEEK PERIOD, THE INTRUSIONS WOULD. 


ВЕ PUBLICIZED. THE HACKERS ALSO PROMISED[ —]THAT THEY WOULD 0 


~ DISCONTINUE THEIR INTRUSIONS. [р 


IN A MEETING ON SEPTEMBER 17, 1987, BETWEEN] | 
AND ASSISTANT LEGAT HANDLING THIS MATTER, [J] 


b7D 


LLL‏ کے eee cone ар‏ کا 


PAGE THREE DE BON 0238 СОМЕТЬЕНТТАЬ 
HACKERS HAD NOT KEPT THEIR PROMISE AND THAT ONE OF THE ALLEGEDLY 
SEVEN HACKERS INVOLVED HAD MADE A FURTHER INTRUSION INTO NASA, 


OBTAINING INFORMATION WHICH WAS DISPLAYED ON THE TV INTERVIEW. 


22 |тат | ]REPRESENTATIVES WILL REPORT INFORMATION 


|] لس‎ BUT THAT NO MENTION WOULD BE MADE ОГ |] 


INVOLVEMENT AT THAT TIME IN ORDER TO TRY TO PROTECT THE SOURCE 


WHO INITIALLY conractep[_ | 
ох SEPTINBER 22, 1987,[ | 


THE SDS CONTACTS CONSISTED OF AN OFFER TO 


PROVIDE ASSISTANCE ToL Jor THESE 
тышо. [| oo 


[ | ]AND THAT THEIR BONA FIDES BE ESTABLISHED AS WELL AS 


THE NATURE OF POSSIBLE ASSISTANCE WHICH THEY COULD PROVIDE. 


b7D 


та 9 О 


PAGE FOUR DE BON 0238 C Q-NR—E—E-8—E-N-I-T A L Ť 
[ ы CONNECTION WITH THE ABOVE-DESCRIBED INTRUSIONS BUT 


| INDICATED THAT НЕ AND omuzr| [REPRESENTATIVES WILL 


— "1l Доуквер-нЕ-рір мот KNOW OF THE NATURE OF ANY RECORDS 


x POSSIBLY AVAILABLE АТ NASA AND OTHER AFFECTED OES WHICH 


BUT ‘ASKED ТЕ THE FBI WOULD ВЕ ABLE TO ASSIST IN 


OBTAINING SUCH RECORDS. |... | INDICATED HE-WOULD KEEP ВОМК 3. jm * 


АБКЕАЗТ OF DEVELOPMENTS. 


PHILADELPHIA DIVISION AT PHILADELPHIA, PENNSYLVANIA: 


WILL CONFIRM THE IDENTITY AND NATURE ә — | à‏ بر 


| | AS WELL As THEIR INTENTIONS IN THIS MATTER. 


REQUEST OF THE BUREAU: 


-— < О | О 


PAGE FIVE DE BON 0238 C O0-N—E—E-B—E-N-T-I A l 

FBIHQ IS REQUESTED TO DETERMINE THROUGH LIAISON WITH NASA 
REPRESENTATIVES IN WASHINGTON, D.C., THE EXTENT OF ANY RECORDS 
WHICH NASA MAY НАУЕ TO SUBSTANTIATE THAT THESE INTRUSIONS 


OCCURRED AND TO ESTABLISH THE NATURE OF THE HACKERS' ACTIVITIES 


LÀ 


а 


IN ITS SYSTEMS AND ADVISE BONN ACCORDINGLY. 


BT 


#0238 
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ED-36 (Rev. 8-29-85) 


ха 2 ~ ж 
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gue О 

TRANSMIT МА: РВЕСЕПЕМСЕ: CLASSIFICATION: 

C] Teletype О Immediate O TOP SECRET 

O Facsimile О Priority О SECRET 

В Airtel О Routine О CONFIDENTIAL 
О UNCLAS E F T O 
о “унэ! 0/9/87 


2 : ACTING DIRECTOR, FBI 


(ATTENTION: | | FINANCIAL CRIMES UNIT) be 
3 nm b7C 
SAC, CHICAGO (2648-2) (P) (SQ 7C/15) 
4 : 
5 
6 
7 
8 
"TN 9 
— Re Chicago airtels-to-the Bureau, dated 9/24/87, 
10 and 9/29/87. 
= 11 Enclosed for Boston are one copy вйснтов-- — ———. 
referenced Chicago airtels. 
12 
d os Also enclosed for the Bureau; Legat, Bonn; НЕО; 
138 and Boston are опе packet each оЕ a-set of documents 
received from officials at FERMI NATIONAL ACCELERATOR 
14 LABORATORY (FNAL) detailing how subjects access computer 
systems/networks, including those at FNAL and the NATIONAL 
15 AERONAUTICS AND SPACE ADMINISTRATION (NASA). 
16 For information of the Boston Division, the 
CENE SES == _ Chicago. Division 15 currently investigating “hacking” 
17 incidents involving VAX-computer-systéüs located. ас FNAL, | 
Batavia, 11., during which the intruders accessed and 
18 modified some FNAL computer systems. It is believed that 


19 4 - Bureau (Encl.1) 
(2 - Legat, Bonn) (Encl. 1) (196A-201) 
20 2 - WFO (Encl. 1) (Info.) 
—2— Boston (Encl. 3)@ 
21 2 - Baltimore (Info.) 


BEH:meo 2 ЧЕ \ ~~ /д--. 


061 19 1987 


10.5. GPO: 1987 — 181-48 
0 


гэ © Q 


CG 2648-2 


the perpetrators are members of the CHAOS COMPUTER CLUB (CCC) of 
Hannover and Hamburg, West Germany. Referenced Chicago airtels 
set out details of information received in this matter from FNAL 
officials. 


As also indicated in referenced Chicago airtels, the 
Chicago Division has received information that the CCC may also 
be responsible for recent hacking incidents involving an 
international computer network of the NASA. The Chicago Division 
has been in-contact with officials from the NASA OFFICE OF THE 
INSPECTOR GENERAL (OIG) and the SPACE PHYSICS ANALYSIS-NETWORK —  . 
(SPAN). Details of these contacts are also set forth in : 
referenced airtels. The Chicago Division has suggested that WFO 
open an investigation into the NASA hacking incidents and contact 
their UNITED STATES ATTORNEYS (USA's) OFFICE for a prosecutive 


opinion. 
Assistaut United States Attorney (AUSAJL J 
NORTHERN DISTRICT OF ILLINOIS (МОГ), Chicago, Il., has been 
contacted regarding this matter, and she has advised that it 
appears that there are, potential violations of Title 18, United 
States Code, Section 1030 (Fra ‘wd~and-Related Activity in 
н 2% connection with Computers) and Section 2701 (Unlawful Access to 1: 
F Stored"Comnuumtceations-)-«-—-AUS recommended further 
ШІ 72 vestigsation be conducted in this matter to determiue-the-—————— es es vh hh 
identity of the intruders; and if .süfficlent-evidence.could be ` ще. 
collected and the identity of the intruders determined, she-would - DEW 
consider Fédéral rosecution in this matter. She recommended 


— oean 


b3 


She also recommended that contact Бе maintaine 
between the Chicago Division and WFO regarding prosecution of 
subjects. 


On CUI Е Бета 
=== ыг PACEMS CRENCESDATA:: -CENTER (NSSDC) „GODDARD SPACE FLIGHT CENTER, b7c 


Greenbelt, Maryland, telephonically-contacted-thézChica иг — EDD 
Division and advised that he had heard that the 


On 10/7/87, Bureau Supervisor ] Financial 
Crimes Unit, contacted the Chicago Division and advised that the 


à 5 weer ae 
wets 2 
d. Q 


CG 264B-2 


Boston Division has an active investigation of the CCC, and the 


have been. ct with officials from the 
апі і__ "Не further= |. b7D 
-advised. that. the extradition treaty between the United States ап4-| 


in the United. States.: He 
recommended that AUSAs considering prosecution of subjects in 
= __West Germany contact[ ^ ]with the OFFICE b6 


OF INTERNATIONAL AFFAIRS, DEPARTMENT OF JUSTICE, and speak with _ b7c _ 
them regarding the current extradition treaty with West Germany. 


Based on information furnished by Supervisor |, the 
Chicago Division plans on recontacting AUSA[ | Chicago, for 
an updated prosecutive opinion. The Chicago Division is still 
desirous of obtaining any information available regarding the CCC 
and its members in view of the fact that they are suspected of 
being responsible for captioned matter and other hacking 
incidents involving Government computers throughout the United 
States. 


- 


The Bureau is requested to forward appropriate copies - —— .—— ——— 
=== of this communication and enclosures to Legat, Bonn for their 
informatiíon. = E SS = Ви 


| contact officials of و‎ 7 


—x er 


Legat, Bonn is “requested to : = 
furnish pertinent information to the Bureau, Chicago, and other 4 
interested offices. 


5 : Boston is requested to furnish information regarding 


their investigation to the Chicago Division, -аѕ--ме11..аз. апу 
== — .Anformation that they have regarding the CCC and its members. 


3* 
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(Copies to Offices Uhecked) 
TO: LEGAT, 
J Houston О Oklahoma City О Bern 
© Indianapolis © Omaha О Bogota 
7 © Jackson O "Philadelphia О Bonn 
Jacksonville Q Phoenix Û Canberra 
талатын ta О Kansas City O Pittsburgh © Hong Kong 
O Baltimore © Knoxville Û Portland Ë) London 
ГІ Birmingham © Las Vegas- Û Richmond Ü) Mexico City 
С... Boston > О Little Rock © Sacramento O Montevideo 
Buffalo © Los Angeles О St. Louis LJ Ottawa 
С Butte © Louisville О Salt Lake City Ë) Panama City 
С Charlotte О Memphis О San Antonio O Paris 
О Chicago О Miami © San Diego Q Rome 
D Cincinnati D Milwaukee © San Francisco О Tokyo 
О Cleveland D Minneapolis Û San Juan 
C) Columbia C Mobile © Savannah 
О Dallas Û Newark Û Seattle 
С} Denver © New Haven © Springfield 
C) Detroit О New Orleans Q Tampa 
Û El Paso [3 New York City D Washington Field 
Q Honolulu ОС Norfolk С Quantico 


O ASAC, Brooklyn-Queens (МВА) | 


„СОМ Date 
COMPUTER THEFT FROM]  ] b7D 
FRAUD BY WIRE-INTERNATIONAL FRAUD 


Retention For appropriate 
С For information J optional Û action © Surep, by 


C) The enclosed is for your information. If used in a future report, © conceal all sources, 
С paraphrase contents. 


© Enclosed are corrected pages from report of SA 


ГО dated : 
Remarks: 
a ۳ EDF OE POS а ی‎ С 
-------РАТЕр- 10 Р ——. 
Дууны MT Жо“ 
= SEARCHED U ОСО — 
Sum ма — 
Enc. 
= Bufile== = Е ЕЕН ЕЕ СТ: -24-1987— ЕНЕ 
Urfile s 


PATTON 


ЕЗІ - 


FB}/ DOJ 


DECLASSITICATIUNM ИЕ ЕТУ DERIVED FRIN. <a 2 ` š: 
Е CATILH SUIDE š E ь 
ПАТЕ 08-02-2021 ву: Г) Best Available Copy 2. о ь6 
: Ë b7C 
RIS š 
NZCZCPAPO343 دح ود‎ ra 
88 но во "e iT 
4 | ро. М 
DE PAR 88343 2881037 Ut ? | 
1 FEBER: ҮР E 
ZNY SSSSS OF INVESTIGACION ۱ i 
в 1511307 OCT 87 ۱ 
2 
PARIS (1968-195) (Р) 5 
= 
TO ACTING DIRECTOR, FBI ROUTINE à 
— — TO.LEGAT, BONN. -РООТТЧЕ- (VIA-FBIHO)—  — — —— ның Б 
ют P d 
S pé Т 
ATTN: WCC SECTTON 
сомрутёв тияғт FROM [Û PRAM RV WIRE 2 ТМТРВМАТТОМАТ, b7D 
FRAUD, 
THIS COMMUNICATION TS 6۲۳۸55۲۳۲5۲ 5۴828۲7 TY ITS ۰ i 2 


HESÁSZODLBORHETNG-EFNPORMASTON-WAS-PECETVTO-T7POM Г Ш | Е‏ !]یت کب 


GES SEARCHED 


IND! 


GENERAL 
TOIMS 
ECATIVS 2 NEGATIVE 
SA 


5; H" SA ALS 
1 £ ۳ 
INITIALS: (мешіті 


. Е 0 Best Available Copy” ' ° 0 


PAGE TWO DE PAR 0343 S هو‎ 


INSTRUCTIONS ON ACCESSING THE NASA LINK WAPE PURLISHED BY А 
WEST GERMAN MESSAGE CENTER (NOT IDENTIFIED) IN MARCH 1987 AS 
FOLLOWS: 
b7E 
3 ` -« —USERBS NAMES: - 


TT WAS ALSO EQUALLY 5ОЕСТРТЕО THAT TO ACCESS OTETO NAMED 


COMPUTEPS: SILVER, GOLD, ORANGE, RED, BLUE - THE NAME FOR ۳ 


USER TO USE was[ | 


- ACCESS NUMPER: 


НРАПОПАРТГР$ IS 9*QUFSTFD TO PROVIDE ABOVE INFORMATION то ОО 


+ IN. THIS. MATTER АМО TO FORWARD TO LEGAT, PARIS ANY AVAILAPLE 


Шошго РМЕЭВМАТТОМ. 


С 


LEGAT, RONN 15 ЗТОПЕСТЕР ТО ОРТАТМ ANY INTORMATTON AVAILARLE 


f | | L ks O 


PAGE ТНӘҒЕ DE PAP 7343 SCE-S—R-—E T 


o — | AND FORWARD TO LFGAT, PAPTS AND НО. 


С ЗУ 418; DECL: OADP, 
BT 


30343 


мм 


b7D 


NBOX.7 (#687) 


TEXT: АХ0009 31518567 
РР HQ LEGAT BONN BS РН СС SF РС 

DE АХ | 

Р 1118582 NOV 87 

FM ALEXANDRIA (196А-999) (Р) 

ТО DIRECTOR PRIORITY 

LEGAT, BONN PRIORITY 

BOSTON (264А-1) PRIORITY 

PHILADELPHIA PRIORITY 

CHICAGO (2648-2) PRIORITY 

SAN FRANCISCO (1964-2587) | ^ | PRIORITY b3 ` 
PITTSBURGH (196A-1638) PRIORITY 


BT 


—— HÀ Zí ¿=——-—x== — nÚ_ a T سس »سپ پچ سس سس »سس‎ 
UNCLAS 


SECTION 2 OP 2 

ATTENTION: СТО, WHITE COBLAR-CRIME SECTION ۰ =- رت‎ е 141 
UNSUBS; UNAUTHORIZED USE OF GOVERNMENT COMPUTER SYSTEM IN ` 

LAWRENCE BERKELEY LABORATORY, BERKELEY, CALIFORNIA; COMPUTER FRAUD 


, AND ABUSE 


-- —UNSUBS,- AKA COMPUTER CHAOS-CLUB, HAMBURG, FEDERAL REPUBLIC-OE— - ~ -7--- ی‎ = 


GERMANY (FRG); [ | гор 
| 
| 
| 


PAGE EIGHT АХ 196А-999 UNCLAS 
зв, ка фи, 
RANGERS; CHAOS COMPUTER CLUB (ССС); HANNOVER, WEST GERMANY; 
COMPUTER FRAUD AND ABUSE 

| -. М.ымовзт CERTAINLY CHANGES PASSWORDS. THIS IS АМ 
EXTREMELY DANGEROUS PROGRAM TO THE SYSTEM SINCE IT CAN BE USED TO 
ALLOW A HACKER TO OBTAIN ACCESS WITHOUT PERMISSION. ан | | 


| | Довво SOPHISTICATED PASSWORD: СВАСКТМС. TECHNIQUES TO 


PROGRAM WOULD ВЕ А PART OF THAT PROCESS.- > ` - 


OTHER ACCOUNT NAMES | | STOLE тнегоов: [| 


ANY OTHER PROGRAMS ON THE TELETYPE ARE NOT ABLE TO BE 


DECIPHERED WITHOUT AN ORIGINAL COPY PROVIDED TO ALEXANDRIA. THE 


ABOVE. PROGRAM DEFINITIONS ARE ATTRIBUTED TO] jar 


ь6 
b7c 


b7C 
b7E 


AGE 


ШИГ: THE ALEXANDRIA CASE AGENT. 


= » т a £t " 0 77 - 4 < n н 5 ERORE 
"7 се | Q Q : 
f 


NINE AX 196А-999 UNCLAS 


IN AN INTERVIEW WITH| | НЕ EXPRESSED DOUBTS THAT oo 


Әне RECENT SPAN INTRUSIONS WERE ACCOMPLISHED p | 


НЕ ALSO: EXPRESSED А CONCLUSION THAT THE CERN HACKING WAS CLOSELY 


RELATED TO[ — ] ALSO ADVISED HE COULD 


INTERPRET ANY COMPUTER PROGRAMS PROVIDED TO HIM AND THAT НЕ WOULD 


ACT AS AN EXPERT WITNESS REGARDING SYSTEMS SOFTWARE. 


IT IS AGAIN REQUESTED THAT THE ALEXANDRIA CASE AGENT BE 


ALLOWED TO REVIEW THE COMPUTER EVIDENCE SEIZED AT HANNOVER, AS HE 


BT 


7347 


| ATATATAT 


HAS PERSONAL EXPERIENCE IN THE COMPUTERS THAT WERE SEIZED AND IN 


THE METHODS OF RECOVERY OF ERASED DATA. 


—— === 
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5 Ер-302 (REV. 3-10-82) 


FEDERAL BUREAU OF INVESTIGATION 


11/19/87 


Date of transcription. 


elephone number 
above location.. was advised of the identity of the interviewing 
Agent and the nature of the interview. He thereafter provided the 
following information: 


computer systems. customers include 
LABORATORY (FNAL) and NATIONAL SPACE SCIENCE DATA CENTER (NSSDC). 


became aware of the hacking incidents at FNAL and NASA b6 
хаг | о FNAL and Г |оё Nsspc. 158 
— ~ i ing the incidents was to act as liaison between 
was to maintain customer satisfaction. On a num er of бссйвтопз, | 
ва for technical. ex 


erts to meet with FNAL and NASA concerning the 
hacking problem they were рена 


РА. LI « 


С] advised that he was not T possession of any data - ge ^7 
- * “concerning the hacking incidents or the CHAOS COMPUTER CLUB (CCC), nor was b7C 
he familiar with thé technical аврес:5-оЁ the problem. was b7D 
aware that images of NASA's computer system had been provided to the 
technical division of b and a task force was in existance 


to address the problem. advised 

nd 

would be able to furnish information concerning Е] 
15 located at DEC corporate office, Maynard, Massachusetts, telephone 

-- 1. number: 


Regarding information concerning CCC act 


ivities --Ы6 
advised that he had h led source at b7C 
that the b7D 
According to 
action occurred subsequent to the September 15, 1987 broadcast on 
West German television on which CCC members appeared. further 
advised that 
transcripts concerning the aforementioned television broadcast. 
tnvestigation en 11/19/87 — 1 / 9 /87 —at _Landover, Maryland  — _ 2 Maryland File اسر‎ а 2648-2 
852294-4 - A и. 
‚ 11/19/87 а 
. by раш Date dictated / / 
‚ This document contains neither recommendations nor conclusions of the FBI. И is the property of the FBI and is loaned to your agency; + 


it and its contents are not to be distributed outside your agency. 
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3 „On 11/19/87 ...,Раде...2.5 
“ No further relevant information was furnished by 
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: | 

О Teletype О Immediate О ТОР SECRET 

O Facsimile О Priority О SECRET 

(5 AIRTEL (8080 О Routine Ë) CONFIDENTIAL 

D UNCLASE FTO 
0 UNCLAS 
Date 11/19/87 
à T0: SAC, BOSTON 
FROM: SAC, BALTIMORE (2648-2) (SQ 12) (Р) 
SUBJECT: SUBS ak 
ь6 
b7C 
4 
RANGERS; 
5 ,/CHAOS COMPUTER CLUB, 
HANNOVER, WEST GERMANY; 
6 COMPUTER FRAUD AND ABUSE 
7 00: CHICAGO 
8 UNSUBS; aka 
CHAOS COMPUTER CLUB; 

8 COMPUTER FRAUD AND ABUSE 


00: WFO 


— 


Re*Chicago-airtel.to.Acting Director, dated 9/29/87, and WFO 
airtel to Baltimore, dated 11/10/87. = 


11 
4 12 Enclosed for Boston is one copy of referenced Chicago airtel, dated : 
= >__ 0*7. 4-9/29/87...ап4 опе copy of ап FD-302 reflecting the:interview iwaw b6 | ; 
7 РААЛЫ = - - Be -- й ки b7C 
19 Enclosed for Chicago are the original and one copy of an FD-302 
T reflecting the interview of[ ^ ^ А1ѕо enclosed, in a 1-A envelope, 
are the original interview notes re DAVIS interview. 
i Enclosed for WFO is one copy of an FD-302 reflecting the interview 
17 (2)- Boston (Enc. 2) š 
18 2 — Chicago (2648-2) (Епс. 3) 
2 - WFO (2648-2) (Enc. 1) 
19 2 ~ Baltimore 
JMB:pam 
20 (8) ) 
21 


(Number) 


Approved: РА Transmitted 


ВА, 264В-2 
JMB: pam 


‘For the information of Boston enclosed Chicago airtel set forth 

lead for Baltimoré Division to interview with the DIGITAL 
E - -EQUIPMENT СС CORPORATION -(DEC) for information regarding hacking incidents at 

FERMI NA NATIONAL ACCELERATOR- LABORATORY. _(FNAL) and NASA, and any information 
available from DEC in West Germany concerning CHAOS COMPUTER-CLUB.(CCC).. PEN 
Enclosed FD-302 details limited information provided b and indicates that 
additional information may be obtained from DEC Corporate +, Office located 
in Maynard, Massachusetts. 


For the information of Chicago and WFO, attmepts to contact” | 


[| negative to date. is currently attending a conference 
and will return on 11/23/87. 


LEADS 


BOSTON DIVISION 


- ——— et ` “b7D 
— information; zconcerning -hacking : incidents. at FN 


attempt nformation= г | 
-CCC. —— 


BALTIMORE DIVISION 


AT HYATTSVILLE-RESTDENT AGENCY, MARYLAND 


== SS SES — —<Wiltsinterview{ [jas outlined in Sie airtel, 
dated 9/29/87. ل‎ === А 


FD-36 (Rev. 8-29-85) 


O orm 


1 1 TRANSMIT МА: ° PRECEDENCE: CLASSIFICATION: = 
О Teletype . О Immediate О TOP SECRET 
А (1 Facsimile О. Priority . П SECRET 
қ airtel  .. О Routine. ІП CONFIDENTIAL 
ho DG i i П UNCLASEFTO 
1 a UNCLAS 11/27/87 
Date — 
; то: . БАС, CHICAGO(264B-2)(SQUAD 7C/15) . " ۰ ; 
о |FROM: SAC, BOSTON(264Az21)(P) 
з |SUBJECT: - t - 
b7C 
4 4 
р зов | RANGERS; 
: 5 + @HAOS COMPUTER CLUB;. 
6 . HANNOVER, WEST GERMANY 
: COMPUTER FRAUD AND ABUSE ۰ 
ї 1 7 00: CG. 
8 Re Chicago сета to the. Bureau, dated 9/24/87,. 
ES . - Чара 9/29/87. 7 "y 
| 9 ? i 2 
و‎ 5 Enclosed for съ садо Division: аге: copies. of 
ы 10. |а-вегтез-оЕ teletypes transmitted between Boston, Division. { А Vd 
27 28823 апа FBIHQ. STDS Es м РЕН ` X 
11 Пр 
p | The. enclosed teletypes describe Boston. Division's SS | هم‎ 
5 2 [participation in the COMPUTER CHAOS CLUB investigation. 
Raston D Lon is involved at this point only because. | 
13 а е із | b7D 
` [located in Boston Division. i : : 
14 - 
15 
56:22 2-Сп! садо (264B-2)(Enc 1) , 
nrw feed |ТВозкоп (264А-1) 2 
К oe ш, а 5 А . 
4 17 | (3)-4 BRS و‎ gm 
| 18 5 1% А тағ 
. 19 3 
Lge ЭВА á ۲ 
| > ` 
As 21 ax Й | El 
4 р, | Ж p жылық =. | ус 
Ё” Approved; —  ..  ТамтШ بح‎ БИШ. 
д ий. | (Number) (Time) ' T Vnd تست‎ ысын 
за хэс тош. зе x Е Е . لو‎ S. vos 4 а E 2 — 

! Ж ч U ЕЙ 1 ۱ 
res e. m. Же - t 
ом x ES 5 F А қ 

лы жалға dic 


о 9 


U.S. Department of Justice 


Federal Bureau of Investigation 


Їл Reply, Please Refer to 


File Мо, 


John F. Kennedy Federal Building 
Government Center 
Boston, Massachusetts 02203 


March 1, 1988 


b6 
mm | .. b7c 
raud Section 


Criminal Division 

U.S. Department of Justice 
Р.О. Box 28188 

Central Street 

Washington, Р.С. 20038 


This letter is in response to a [ Б 


February 25 1988; — . m. ee, козу 
= telephone conversation betwe gent sat 
I шинжин SE Eats 0 шини 8А С 0.8. 
ера 


ent of Justice, relating to the activities of thé Compuger———— — 
Chaos Club in West Germany. 


in our investigation of the 
intrusions. Іп that regard; 
by telephone to discuss the matter. We would a 


ppreciate your > - © 
help in getting us started in this investigation. Oe Ч | 
; Buca № 
массыг Са ПИЙ А 
JAMES Е. AHEARN рада 


е contacting you 


Special Agent in Charge Filed 
1 - Addressee 
- Boston (264-1) 


9 Ву: ь6 
LC/dw E 53 
(2) cting Supervisory Special Agent | 


Enclosure 


Ер-36 (Rev. 8-29-85) 


О FBI Q x 
TRANSMIT VIA: š PRECEDENCE:. CLNÉSIFICATION: 1 - 


О Immediate `` О TOP SECRET C э‏ . 25-70100009 مر 
О Facsimile O Priority ‘0 SECRET‏ 
П----- == outine О CONFIDENTIAL‏ 

| С UNCLAS E F T O 
UNCLAS 
е 


Date 21-85 


2 FM BOSTON (264-1) (P) (С-5) 
з | TO BUREAU 


, | BT 

5 UNCLAS b6 

g | ATTENTION: INTERPOL - FOREIGN POLICE COOPERATION UNIT; х 

: par m FINANCIAL CRIMES UNIT 

ME SU COMPUTER CLUB 

мэнгэ: BUREAU AIRTEL TO ALEXANDRIA, ET AL. 

я REFERENCED AIRTEL CONTAINED A COPY OF А RADIO-MESSAGE FROM . 

INTERPOL, WIESBADEN DATED 2/2/88;-CONCERNING ILLEGAL | PENETRATION 
! OF COMPUTER DATA BASES BY THE CHAOS COMPUTER CLUB ІМ. GERMANY. ЁХ 
12 b7D 
13 
14 
15 
17 пя 
18 5. 
| a ЖЕ 

9 НІКІ ss 
29 L.X _ ше 
21 хо, |олао-«/ 2 : Rui) 9 m m | 


bé 
Transmitted ы CLAS ONS ье DWP 


Approved: 
i (Number) (Time) 


Airtel 


Unclas 2/18/88 


Director, FBI 
SACs, Alexandria 
С Boston 


Chicago 
Washington Field Office 


хэсэг, MPUTER CLUB 


b7D 


Enclosure 


ЕВ! — BOSTON 


VZCZCBS0012 А 
RR HQ вон CG ЕО 
DE BS #0012. 1411907 
ZNR UUUUU А | Т 
К 2018232 MAY 88 | 
FM FBI BOSTON (264-1) با‎ 
TO DIRECTOR FBI/ROUTINE/ 
LEGAT BONN (196A=229)/ROUTINE/ + 
| FBI CHICAGO (264B- -2) /ROUTINE/ 


за — ~ WASHINGTON METROPOLITAN FIELD ФЕРТОБ/ БООТҮЙЕ/ 


UNCLAS 


CITE: //3090// © , |) 5 эг... 


PE c -—-— E И 
А х ess ELE UE 


- E 


SUBJECT:  UNSUBS; "ang COMPUTER CLUB, HAMBURG, FEDERAL, 


D | 
E > Т“ВЕРШВЬТС-20Е- “GERMANY (RG), COMPUTER FRAUD AND ABUSE, 0.0:*BOSTON. 


REFERENCE . 2/18/88 BUREAU. AIRTEL їо ALEXANDRIA; AND" “B17 $88" s s= = 


BOSTON TELETYPE то DIRECTOR. га E HS “ты 


+ 


Ё PN » v T : Luc zs 
№ = 
e" ра = - 2 3 Да 
< зе Б 1 Q | О ` Tum 
е 
+ 


PAGE TWO DE BS 0012 UNCLAS 


BELIEVED ТО: HAVE BEEN PERPETRATED BY MEMBERS OF THE 5 


IN MARCH, 1988, BOSTON. DIVISION WAS apvigep. By| ТО 
PERSONNEL THAT THE] |сндов computer съв, | На 


BOSTON DIVISION BECAME AWARE” ЮЕ. THE ACTIVITIES OF. THE CHAOS 


COMPUTER CLUB IN AUGUST, 1987 UPON RECEIPT OR A TELETYPE ЕВОМ 


x 


Jas CHICAGO _ VISIONS RAVE PENDING: “CASES WHEREIN THE CHAOS. COMPUTER 


CLUB Is BELIEVED то CHAVE ‘ACCESSED COMPUTERS ГЕ THELR; TERRITORIES; 


IT IS UNCLEAR, HOWEVER, WHETHER PROSECUTION OF. MEMBERS OF THE 


CHAOS COMPUTER CLUB WILL OCCUR IN | THE UNITED STATES, ОВ. THE 


| 
LÉGAT, BONN. IT HAS. FURTHER BEEN DETERMINED THAT BOTH WMFO AND - ` | 
FEDERAL REPUBLIC OF GERMANY; THERE IS NO COMMUNICATION BETWEEN, 


PAGE THREE DE BS 0012 UNCLAS 


INVESTIGATORS IN THE UNITED STATES ‘AND INVESTIGATORS, IN GERMANY. 


LEGAT, BONN IS REQUESTED TO PROVIDE BOSTON DIVISION, CHICAGO 


DIVISION, AND WMFO AN. UPDATE ON THE STATUS OF THE GERMAN 


INVESTIGATION OF THE CHAOS COMPUTER CLUB. ТЕСАТ, BONN IS FURTHER 
REQUESTED TO DETERMINE IF THE[ — — — — — — — ьо 


IT SHOULD BE NOTED ТА  — | 2 ai 


| HAVE OFFERED. THE USE OF THEIR RESOURCES BOTH ҮН-ТНЕ-ЮНЕТЕр STATES | 
САМО EUROPE TO ASSIST US АМ [ам iis 


INVESTIGATION OF THE COMPUTER HACKERS. 


-sr 2 


ж 


BT 


#0012 


NNNN 


=. — же 


FD-36 (Rev. 8-29-85) 


= 2 жы 
дано | 6 ‘FBI О пи. пад 


و 


TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: 

О Teletype О Immediate О TOP SECRET 

С Facsimile O Priority O SECRET 

(3 Airtel О Routine О CONFIDENTIAL 
O UNCLASEFTO 
Е) UNCLAS 


Date 5/20/88 


TO: DIRECTOR, FBI 


| (ATTENTION: 55А[ | FINANCIAL CRIMES b6 
UNIT) b7C 
2 
3 ЕКОМ: SAC, CHICAGO (2648-2) (С) (SQ 7С/15) 
4 
5 
5 cKA0S COMPUTER CLUB; 
5 HANNOVER, WEST GERMANY 
COMPUTER FRAUD AND. ABUSE 
00: CG 
8 
eS 2” Re Chicago airtel to the Bureau, dated 10/9/87; 
Chicago teletype го the-Bureau, dated 2/26/88; Legat, Bonn 
30| teletype to the Bureau, dated 3/21/88; Boston telcall to _ _ 
— Chi cago;=3/-28/-885;—and Chicago ЭТТИ со Boston, 5/2/88, . 
_ 11 and. 5/6/88. | 
12 For information of the Bureau and Legat, Bonn, | J 
“ЭЭ x 504 -during. referenced telcall from Boston to Chicago оп March 3 
13 28, 1988, SA Г B Boston, advised the Chicago b5 
Division that he had beén in contact и | Fraud- „ 6 : 
14 Department, UNITED STATES DEPARTMENT OF JUSTICE (05007), b7C : 
regarding captioned matter and other computer 
15 hacking/intrusion incidents throughout the United States 
(U.S. 
ЕЕ اس‎ 6... 4... 
17 5 - Вигеац MÀ ox = T 
(1 - Foreign Liaison Unit, Office of Liaison and International Affairs) 
18 (2 - Legat, Bonn) (1964-201) 
d - Boston (264A-1) 
19 1 - Chicago 
BEH: шео 
20 (8) 
21 


Approved: |.  _ Transmitted 


#U.S. GPO: 1987 — 181-ү 6 
b7c 


и 


9 @ ка 


CG 264B-2 


с ыктуу == b3‏ ا 
FERMI NATIONAL ACCELERATOR LABORATORY (FNAL), b6‏ 1 


Batavia, Il., was contacted to determine if any further b7C 
intrusions had been received on the FNAL computer systems. 


but they had not receive 
۳ pertinent activity on ~that~account.._He advised that FNAL 
Е au has маек. hag any бишне, intrusions on their 60050 


In view of the opinion of ход. |. Chicago 6 — 
eninge aptloned. парсер. تا‎ dei E ou no further b7C - 


2 xe Q Ó a 18 


< 


CG 2648-2 


The Bureau is requested to forward appropriate 
copies of this communication to Legat, Bonn, for their 
information. 


Legat, Bonn should discontinue leads set out by 
the Chicago Division in referenced communications. 


3x 


VZCZCBS0001 
RR HQ LL BONN 
DE BS #0001 1651409 


Li 


ZNR UUUUU 


Г 1313482 JUN 88 

- ЕМ FBI BOSTON (264-1) (Р) 
TO DIRECTOR FBI/ROUTINE/ 
LEGAT BONN (196A-229)/ROUTINE/ 
вт 
UNCLAS 


CITE: //3090// 


UNSUBS; AKA CHAOS COMPUTER CLUB, HAMBURG, FEDERAL - 


- -REPUBLIC OF GERMANY (FRG); E 


. RE LEGAT, -BONN. TELETYPE; 5/27/88. — шилэн 


AS HAS BEEN CITED IN SEVERAL PREVIOUS COMMUNICATIONS TO 


mou are eae 


HAS EXPERIENCED A CONTINUING PROBLEM WITH UNAUTHORIZED INTRUSIONS 


== ЛИТО EES -COMPUTER-SYSTENS:.——=MANY= <OF=THESE“INTRUSTONS” “ARE | BELIEVED 777 


By[ фо BE ATTRIBUTABLE TO THE CHAOS COMPUTER CLUB, HAMBURG, 


| SEARCHED 2000 

А SERIALIZED Саа. 
Ш. 
НЮ а2 ` 


доч ий 


^ aft x м 


FRG. 


х 


BOSTON CASE AGENT HAS MET WITH REPRESENTATIVES о (оя ! 
SEVERAL OCCASIONS ТО DISCUSS THE UNAUTHORIZED INTRUSIONS. С] 
OFFICIALS HAVE CONTINUALLY EXPRESSED THEIR WILLINGNESS TO 
COOPERATE FULLY WITH THE FBI AND FRG AUTHORITIES IN THE 
INVESTIGATION OF THE COMPUTER HACKERS. FURTHER,| 9 OFFERED 
TO PROVIDE WHATEVER TECHNICAL ASSISTANCE 15 NECESSARY TO ASSIST 


«ІНЕ INVESTIGATION. 


ON 6/24/88, BOSTON BUAGENT WILL AGAIN MEET итн | 


BOSTON BUAGENT WILL ATTEMPT TO 


| 1 
PAGE TWO. DE BS 0001 UNCLAS | 1 
| 
| 
| 
| 
| 
| 
| 


— COMPUTER= CLUB-AND-“HOW-THTS “INFORMATION MAY ВЕТ PROVIDED. TO = к 


2 


вовтан DIVISION BELIEVES. THAT. THE-MEETINÓ -PROROSED ива oS 


REFERENCED. ВОММ TELETYPE IS АМ EXCELLENT IDEA. “IT 15 REQUESTED 
THAT IF A MEETING IS SCHEDULED, A REPRESENTATIVE FROM BOSTON 


DIVISION BE. INVITED TO ATTEND. цан, : р 


DJ loue метод MOT ee 


#0001 


NNNN مب‎ 


0867 1461208 


ZNY EEEEE 

P 2512012 MAY 88 

ҰМ BONN (196A-229) (Р) 

TO DIRECTOR PRIORITY 
FBI, BOSTON. PRIORITY 


FBI, CHICAGO PRÍORITY + 


= 


ÜNCLAS E F T О ака Чыр” ы щл ae eee مار‎ 
BT 


ATTN: CID, WHITE COLLAR CRIME SECTION; INTD, С1-2 


UNSUBS; AKA CHAOS COMPUTER CLUB, “HAMBURG, FEDERAL, REPUBLIC OF ~ 


_GERMANY (FRC); [|] i ۱ : 


“FR OMOTHE-“PRO-TO“ANOTHER-COUNTRY-ROR-ANY-<CRIME.| | nee 


SECTION 2 OF 3. 


РАС 


| 1 |THAŤ THE NEED FOR INTERNATIONAL COOPERATION b7D 


IS ESSENTIAL IN THE INVESTIGATION OF THIS CRIMINAL ACTIVITY AND 


THAT ANY CHANCE OF PROSECUTION IS NEGLIGIBLE WITHOUT SUCH 


coorerarron [j 


ASIDE FROM THE ABOVE INVESTIGATION AND ON A MORE GENERAL 


LEVEL, 


| FURTHER, A RECENT PRESS REPORT DESCRIBED THE FBI AS HAVING А 


SPECIAL OFFICE WITH THE NECESSARY EQUIPMENT AND TRAINED PERSONNEL мин. 


+ 
>. 


| 
| 
| 
| 
| 
| š 
| 
| 
| 
| 


О О 


PAGE THREE DE BON 0467 UNCLAS E F T O 


FOR THE FIGHT AGAINST COMPUTER CRIME. | | | b7D 


A SERIES OF NEWS ARTICLES ALSO APPEARED RECENTLY, SOME OF 


WHICH RESULTED FROM THE MARCH 15, 1988 DETENTION OF CHAOS 


COMPUTER CLUB МЕМВЕЕ$[ __ ]Јвов нѕ па 
ALLEGED INTRUSIONS INTO COMPUTERS OF FRENCH CORPORATIONS. THESE 
"ARTICLES ALSO MENTION: INVESTIGATIONS BY POLICE OF PENETRATIONS OF 
; NASA COMPUTERS IN THE US BY OTHER CCC MEMBERS. 
OTHER ARICLES MENTION A WEST GERMAN COMPUTER HACKER WHO HAS 
_ INTRUDED INTO US MILITARY COMPUTERS AT NUMEROUS LOCATIONS IN THE 


US. THIS HACKER 15 ТНЕ SAME AS IN THE БАЗЕ: CARETONER "UN BUS 3 


‚ UNAUTHORIZED USE OF GOVERNMENT COMPUTER SYSTEM IN LAWRENCE 


a 


BERKELEY LABORATORY, BERKEĻEY, CALIFORNIA; | | 00:АХ" (ВОМЕТЬЕ b6 


`196А-221), AND WHO WAS PREVIOUSLY IDENTIFIED АА| ë ë O= ë J] =- « PP 


(| ACCORDING то AN ARTIGLE IN THE WEST GERMAN ILLUSTRATED 


MAGAZINE "QUICK", THE PROSECUTOR, HANS- GEORG VON BOCK IN BREMEN 


` ADVISED THAT THE WEST GERMAN INVESTIGATION “HAD BEEN CLOSED SINCE 


PAGE FOUR DE BON 0467 UNCLAS E ЕТО 
THE BREMEN COURT DESCRIBED THERE WAS INSUFFICIENT EVIDENCE. 
“ANOTHER RECENT ARTICLE IN TIME MAGAZINE ENTITLED, "A BOLD RAID, ON | 


COMPUTER SECURITY" DESCRIBES CLIFFORD STOLL'S EFFORTS IN TRACKING s 
D * - с 


+ 


DOWN. THE HACKER IN HANNOVER.. 


LEGAT BONN PROPOSED IN BONN TELETYPES DATED, NOVEMBER 25, 
1987 AND FEBRUARY 1, 1988 IN THE CASE CONCERNING[ [AND THE LBL 
INTRUSIONS THAT THE US FILE A CRIMINAL COMPLAINT AGAINST | 
PURSUANT TO RULES UNDER THE US-FRG MUTUAL ASSISTANCE ÍREATY IN 
ORDER TO PROSECUTE[ | то DATE, BONN HAS RECEIVED NO RESPONSE 
FROM FBIHQ OR THE OFFICE OF ORIGIN REGARDING THIS PROPOSAL. 
| THE SAME PROCEDURE, I.E. FILING А CRIMINAL ‘COMPLAINT AGAINST 
|- CCC INTRUDERS OF NASA COMPUTERS PURSUANT ТО US-FRG MUTUAL تس‎ Š 
a eum Эр ов?) тылына төра 
| PARTICULARLY. IN УТЕН-ОЕ THE REPORT RECEXVED [rnat NASA HAS . ь6 Š 


ьтс 
FILED A CRIMINAL COMPLAINT IN THE 05. | - b7D 


олиг гэд WHOSE TRUE МАМЕ HAS AS 


YET NOT BEEN MADE PUBLIC, AN ARTICLE IN THE APRIL 19, 1988 ISSUE 


OF WEST GERMAN NEWSPAPER "DIE WELT" MOTIVATED ТЕ | 


ATICLE IS TRANSLATED AS FOLLOS: 
"PBI SEEKS GERMANCOMPUTER HACKER. 


PAGE FIVE DE BON 047 UNCLAS E F T O ۲ I 
[— as ыт» 


"А24 YEAR OLD DATA PROCESSING TUDENT FROM HANNOVER 


SDI PROGRAM. THE YOUNG MAN SUPPOSEDLY GAINED ACCESS FROM HIS 
FIRST FLOOR APARTMENT IN THE CITY OVER TELEPHONE LINES FOR TWO 
YEARS TO 30 TOP SECRET COMPUTER SYSTEMS. OF THE US MILITARY AND 


DÉFENSE INDUSTRY. THE FBI INITIATED INVESTIGATION, ACCORDING то. 


OBVOUSLY INTRUDED AS A COMPUTE HACKER INTO THE SECRET AMERGAN | 


А. NEW YORK TIMES ARTICLE FROM APRIL 18, 1988. 


QUICK. ACCORDING TO QUICK, THE YOUNG-HANNOVERIAN WAS- ABLE. FOR _ 


— سس مت‎ n m 
1 — - ——T 


C'POSSTBLY-ALMOST-TWO-YEARS-TO-ACGESS.THOSE GIANT COMPUTERS WHEREIN 


DETAILS ABOUT ATOMIC WEAPONS, SDI AND SPY SATELLITES OF THE NORTH. ۲ 


| E Ӛ ы - ` 5 
- AMERICAN. DEFENSE COMMANDS ARE STORED. US SECURITY EXPERTS; ` | | 


| HOWEVER, CLAIMED YESTERDAY НЕ DID NOT GET INTO THE SPECIALLY 
| SECURED ‘GOVERNMENT COMPUTER AND MOST SECRET DATA. HOWEVER, AT 
| 


THE SAME TIME. THE NEW YORK REPORTS DO NOT EXLUDE THE POSSIBILITY 


3 4 - 


"THE FBI THEREBY ALSO VERIFIES A REPORT OF THE ILLUSTATED > -` Е a 


“THAT THE.LITTLE AMOUNT OF SECRET MATERIAL OBTAINED COULD ВЕ 


| PIECED TOGETHER INTO SIGNIFICANT INFORMATION: ONE REPORT EVEN 


Б ` 7 n h э ` я 
.. ( ) 
+ 2 


. PAGE SIX DE BON 0467 UNCLAS E ЕТО 


E] 


STATES THAT THE 24 YEAR OLD TRIED TO INTRUDE INTO THE DATA BANKS 
OF 450 COMPUTERS. 
"BASED ON RESEARCH OF 'DIE WELT', THIS MUCH IS KNOWN: THE 

24 YEAR OLD OBTAINED ACCESS FROM HIS FIRST FLOOR APARTMENT ON 
| фоке mame LINES OF THE GERMAN PHONE 
SYSTEM TO THE GIANT COMPUTER OF BREMEN UNIVERSITY. SINCE THE 
COMPUTERS OF ALL LARGE UNIVERSITIES ARE CONNECTED BY TELEPHONE 
LINES WORLD-WIDE, THE HANNOVER HACKER WAS ABLE TO COMMUNICATE FOR 
EXAMPLE WITH BERKELEY UNIVERSITY COMPUTERS VEA BRENEN. THROUGH 


FURTHER EXPERIMENTS THE YOUNG MAN FOUND THE WAY VIA TRANSATLANTIC 


TELEPHONE CONNECTIONS TO SECRET MILITARY COMPUTERS. ACCORDING TO 


QUICK, THIS ACTIVITY WAS DISCOVERED | sido 


COBERKELEY-UNIVERSITY: —FOR—ALMOST—TWO. YEARS, HE RECOGNIZED THROUGH 


CONFUSING SIGNS ON THE SCREEN THAT SOMEONE WAS TRYING ТО ENTER ` 
‚ INTO. COMPUTERS ОЕ THE US AIR FORCE. THEREUPON EACH COMPUTER 
ACTIVITY WAS RECORDED AND. SUMMARIZED IN A SEVENTY-PAGE SECRET 
` END SECTION 2 OF 3 
BT 


` -#0099-. ақта zc دی‎ ы. 


E 


. NNNN 


INBOX.13 (91321) 


b6 


b"7C 


ТЕХТ 


У2С2СН00100 
БР HQ BS CH WM 


DE BON #0468 1461210 


.ZNY EEEEE 


P 2512032. MAY 88 


FM BONN (1964-229) (Р) 


TO DIRECTOR PRIORITY я 

FBL, BOSTON PRIORITY 

FBI, CHICAGO PRIORITY 

FBI, ММЕО (264А-2) (0-5) PRIORITY й . ~ 


UNCLAS E F T 'O 


BT 


‚ ATTN: CID, WHITE COLLAR CRIME SECTION; INID, С1-2 | | ма 


SECTION 3 OF 3 


ие <= =— O O 


= ——. - 


UNSUBS; AKA CHAOS COMPUTER CLUB, HAMBURG, FEDERAL REPUBLIC OF 


"GERMANY (FRG);| | = 


STUDY OF THE US DEFENSE DEPARTMENT. ` 


+ 


ъ 


"ALREADY IN SUMMER OF 1987 THE DISTRICT ATTORNEY IN ‘BREMEN 


HAD BECOME INVOLVED IN THE CASE. AS CONFIRMED YESTERDAY. BY 


چ 


POLICE SPOKESWOMAN [ 00000000 |16-“ВІБ WELT", THE HANNOVER . 


POLICE ASSISTED AT THE END OF 


+ 


LAST YEAR. BY CONDUCTING A SEARCH OF 


9 


PAGE TWO DE BON 0468 UNCLAS E F ТО 
A RESIDENCE. COMPUTER AND DISKS WERE SEIZED AT THE TINE. TO 


DATE ІТ IS STILL UNKNOWN HOW THE STUDENT GOT THE TOP SECRET 
PASSWORD TO ACCESS THE COMPUTER. ТТ IS ALSO UNKNOWN WHAT 


INFORMATION THE STUDENT WAS ACTUALLY ABLE TO OBTAIN." 


b3 
ь6 

b7C 

b7E ! 


LEGAT'S EXPERIENCE IN THESE CASES HAS BEEN VERY FRUSTRATING 


PARTLY DUE TO A LACK OF RESPONSE FROM THE FRG PROSECUTOR IN THE 


|] CASE; PARTLY: БОЕ. TO A LACK OF RESPONSE FROM THE FBI FIELD b6 


OFFICES AND HEADQUARTERS TO REQUESTS FOR INFORMATION, EVIDENCE 7 2—55 


| | О | О 


PAGE THREE DE BON 0468 UNCLAS E F T 0 
AND OTHER PROPOSALS FOR ACTION, AND PARTLY DUE TO A LACK. OF 
CLARITY IN COMMUNICATING NEEDS AND REQUIREMENTS. FROM BOTH FBI AND 


[ | REALIZING THAT INVESTIGATIVE EXPERIENCE IN THE AREA OF b7D 


COMPUTER CRIME IS STILL LIMITED, ESPECIALLY ии Шан 


[> 2 Дано 


THAT PARTICULARLY THIS AREA OF INVESTIGATION REQUIRES CERTAIN 


SPECIALIZED TRAINING AND KNOWLEDGE, ІТ IS FELT THAT A PERSON-TO- 


-------- 


PERSON MEETING ڪڪ‎ FBIHQ OFFICIALS AND. 


а 


APPROPRIATE FBi FIELD OnE Tees ده‎ АТ УЕ IS DEFINITELY IN 


ORDER 50 THAT MUTUAL NEEDS, NOT ONLY IN THE INVESTIGATIONS - 


| DESCRIBED ABOVE, BUT IN THE AREA OF COMPUTER CRIME IN GENERAL, 
ub мечта P хэлний xci s. 


——— — 


COULD BE ADDRESSED AND -WORKED OUT DIRECTLY IT IS SUGGESTED THAT 
uri АР И ael aec ИЕ Л 


E — E 


- — = 


—-SiNCE-GOMPUTER HACKING | WILL. POSSIBLY RE AN INCREASING PROBEEM AND 


AS SUCH WILL MOST CERTAINLY AFFECT INTERESTS IN BOTH "COUNTRIES тн ис сэр 


PARTICULAR CASES, SUCH А MEETING/DISCUSSION WOULD SEEM TO BE OF 
VALUE TO BOTH ЕВЕ| [[ | LEGAT WOULD APPRECIATE ЕВТНО COMMENTS b7D 
IN THIS REGARD. 
REGARDING FBI CHICAGO'S INQUIRY, NO ARRESTS HAVE BEEN MADE 
AND INVESTIGATLON IS STILL ONGOING IN EFFORTS TO IDENTIFY THE 
PERPETRATORS. 


‚ PAGE FOUR DE BON 0468 UNCLAS E F T O | 


LEADS: 


| 


E 


| МАХ BE OBTAINED FOR DISSEMINATION TO | p 


D 


WMFO AT WASHINGTON, D.C. - WILL ADVISE IF INFORMATION AS 


REQUESTED BY[  ]cAN BE OBTAINED FROM NASA AND THE EXPECTED DATE | à 
` WHEN IT MAY BE AVAILABLE. ` dou BEERS ہے‎ кұ 


. 


1 . REQUEST-OF—THE—BUREAU; о " 


ЕВТНО 15 REQUESTED ТО CONSIDER ACTIONS TO INITIATE A FORMAL 


- JUDICIAL. ASSISTANCE REQUEST IN THE CASE OF THE NASA INTRUSIONS, 
AS WELL AS THE INTRUSIONS INTO LBL, AND TO CONSULT WITH WMFO AND- | reru. 
POSSIBLY OFFICE OF INTERNATIONAL AFFAIRS (ОТА), DEPARTMENT OF 


JUSTICE. 4 - 


>=> ЖВІН0 IS ALSÓ REQUESTED TO CONSIDER AN INVITATION OF[ | | b7D 


REPRESENTATIVES TO A MEETING IN WASHINGTON, D. С. FOR DISCUSSIONS ۳ 


í О 


| 
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AS DESCRIBED ABOVE. 


END SECTION 3 OF 3 
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